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Logistics
= This tech talk is being recorded. If you object, please hang up and
leave the webcast now.

= We’'ll post a copy of slides and link to recording on the Guardium
community tech talk wiki page:

= You can listen to the tech talk using audiocast and ask questions in
the chat to the Q and A group.

= We’'ll try to answer gquestions in the chat or address them at

speaker’s discretion.
— If we cannot answer your question, please do include your email

S0 we can get back to you.

» When speaker pauses for questions:
— We’ll go through existing questions in the chat

B Meetings: 310-650 - Mozilla Firefox: IBM
5 INTERNATIONAL BUSINESS MAC... (LS

IE-.

Lower Hand | Sign Cut

1

2 IBM InfoSphere Guardium Tech Talk

| Chat

Te: | - Select recipient -
|- Soloct racinient -

Q & A Group

| (3 Savechat.
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Reminder: Guardium Tech Talks

Next tech talk: How to audit and protect SAP systems
with InfoSphere Guardium Data Activity Monitor

Speakers: Joe Dipietro
Date &Time: Thursday, September 19, 2013
11:30 AM Eastern (1 hour)

Register here:

= Link to more information about this and upcoming tech talks can be found on the InfoSpere
Guardium developerWorks community:

= Please submit a comment on this page for ideas for tech talk topics.
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Information Management — InfoSphere Guardium

What we’ll cover today I
3

= 30K-foot overview of InfoSphere Guardium and IBM |
= An integrated solution for audit and compliance

= Monitoring strategy and use cases
= Step by step — getting started

= FAQ and conclusion

4 IBM InfoSphere Guardium Tech Talk © 2013 IBM Corporation
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Polling question

The following best describes my knowledge of the topic:

1. | am most knowledgeable in the InfoSphere Guardium solution
2. | am most knowledgeable about IBM i

3. | am pretty knowledgeable about both InfoSphere Guardium
and IBM i

4. | am new to both of these areas

5 © 2013 IBM Corporation
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Data is the key target for security breaches.....
... and Database Servers Are the Primary Source of Breached Data

Table 1 0. Compromised assets by percent of breaches and percent of records®

Type Category Al Orgs Larger Orgs

POS sarver | Servers S0% [ 1% | 2% | a% » Database servers contain your clients’
POS terminal | User devices | 35% | «1% | 29 | 4% most valuable information
DE;k-t-:lp:."l."u;n:-rksTati.:m . :':..'ae.r devices 'lEI% 4% 12’-:-‘.-; 6% _ Financial records

Automated Teller Machina v | User devices | B% | «1% | 13% | <1% Q- . .

Web/applicationserver | Servers | G% | B0% | 33% | 82% J > — Customer information

Database server | Servers 6% | 05% | 33% | 58% T — Credit card and other account records
Regular employeefend-user | People | 3% | 1% | 5% | <1% ; — Personally identifiable information
_H::ulservur _E-e:_'h.lers _ 3% | 2% _ 1IIIE-'.-: 2% _ Patient records

Payment card rex Offline data % | <19 | O | <1%

E-ashmer,."'l'eller,."'."u'aiter -F'e:-,':-le 2% - 1% - 2 - <1 M " ngh VOlumeS Of StrUCtured data

Pay at the Pump terminal :'...-se.r devices 2% 1% 0 <] %% n Easy to access

File sarver SETVErS 1% | 1% | 5% 1%

Laptop/MNetbaak | User devices | 1% | «a1% | 5% | a%

Herr:l:;téactesaz-lswer -E-E"‘.'EFE . 1% - <19 - 7 - <] M

Call Cantar Staff | People 1% [a% | 7% | a%

2012 Data Breach Report from Verizon Business RISK Team

WANTED BY THE FBI "

6 21 Peoror TETYTTTT

mere Guardium Tegﬁ T

“*Go where the money is... and go

there oftgn

© 2013 IBM Corporation
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InfoSphere Guardium Value Proposition:
Continuously monitor access to sensitive data including databases, data
warehouses, big data environments and file shares to....

\1/ Prevent data breaches
* Prevent disclosure or leakages of sensitive data

Ensure the integrity of sensitive data
« Monitor and control changes to data or unauthorized
leakage

® @

Reduce cost of compliance
» Automate and centralize controls

Across diverse regulations, such as PCI DSS, data privacy
regulations, HIPAA, SOX etc

Across heterogeneous environments such as databases,
applications, data warehouses and Big Data platforms like Hadoop

« Simplify the audit review processes

© 2013 IBM Corporation
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InfoSphere Guardium Architecture

Application Servers
(SAP, Oracle EBS,
Custom Apps, etc)

Role Based GUI

Provides access to
audit data
(Information Security,
. Auditors, DBA, etc)

. y
S-TAP — Soﬁv;/a}gT“a_p__— \ Real-time alerts can be
' \ integrated with SIEM systems,
(Light weight probe which Guar_dlum ‘ e genvflto ema”“s.ys o
copies information to the appliance) ~ Appliance

Secure Audit
Records Audit data is available
immediately for reporting and
analysis

Predefined reports for PCI,
HIPAA, Data Privacy, SOX

Text search capabilities for near
real-time ad hoc analysis

8 IBM InfoSphere Guardium Tech Talk © 2013 IBM Corporation
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InfoSphere Guardium Architecture

Application Servers
(SAP, Oracle EBS,
Custom Apps, etc)

Role Based GUI

Provides access to
audit data
(Information Security,
. Auditors, DBA, etc)

O
-
S-TAP — Software Tap — —- 2 B Real-time alerts can be
. . , Guardium integrated with SIEM systems,
(Light weight probe which Appli \‘ sent to email...
ies i ' i lance
copies information to the appliance) PP re ALdit
- . Records Audit data is available
. Support Separatlon Of Duties immediately for r_eporting and
= Collect and normalize data for analysis
efficient storage Predefined reports for PCI,
. . : HIPAA, Data Privacy, SOX
= Single repository for all audit data e rTvesy
.. . . Text search capabilities for near
» Data is immediately available and real-time ad hoc analysis

highly secure

¢ ) © 2013 IBM Corporation
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The IBM 1 Business (aka iSeries or AS/400)

More clients run IBM i than any other IBM system platform

= 100,000’s of systems in 100,000+ enterprises

= 115+ countries -
— 40 language translations twentyfive

— 51 national language versions

= Cross industry

Wholesale Distribution Computer Services
///‘—-—-\\\ Finance Retail Insurance
/I ® \\ Consumer Package Goods Travel & Transportation
'l H\‘ Agribusiness Automotive Construction
‘\m l, Manufacturing Lodging Healthcare
Or busine

\\m/ Education Associations Local Government

— Legal Services  Accounting Services

10 © 2013 IBM Corporation
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IBM | Architecture

11

DB2 for i & Single Level Store

Single Level Storage

A.ijﬁ:jtj Jd

Automate & optimize storage management

Object Based Architecture

pefined Interface Defined Interface

Display Updats | Display
<=l TPRETL | Attributes Open Record Attributes
Access Authority Check Access Authority Check

Program Object File Object

A program cannot masquerade as data and visa versa.

Enables integrity, security, virus-resistance

Integration

Integrates business components: DB, Web, Security

Work Management

== =} ==
=l (= || |= | |[=ll| |==

Technology Independent Machine Interface

Ensures application compatibility across multiple technology generation.

latest processor
technology

IBM i

An Architecture Devoted to Business Stability, Simplicity, Security, Scalability

© 2013 IBM Corporation



Information Management — InfoSphere Guardium

(el
el

[Jn]]

What we’ll cover today

12

30K-foot overview of InfoSphere Guardium and IBM |

An integrated solution for audit and compliance
Monitoring strategy and use cases

Step by step — getting started

FAQ and conclusion /// \\\
I/“\\
| |
\ o/
\ /

IBM InfoSphere Guardium Tech Talk © 2013 IBM Corporation
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= Comprehensive database monitoring solution Audit Journal, inbound
and host-based SQL activity and Data Journals

= SQL Statement Text with Bind Variables
v" Ability to reconstruct the complete SQL statement
v Contextual detail an auditor needs

» Real time monitoring for database activity,

v Enables real time action and reaction
» Extensive filtering capability

» Leveraged IBM i solution in a software product that supports
many DB vendors

13 © 2013 IBM Corporation
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Both QAUDJRN and SQL information is streamed to the Guardium collector

= Global SQL Monitor using a view and instead of trigger captures SQL information
and puts them on a Unix queue

= Audit server job
Runs in QBATCH (or your choice of subsystem)

Receives QAUDJRN audit entries and puts them on a Unix queue

Runs a Guardium UNIX executable in PASE to receive entries from the queue
and send them to the collector
On an IPL we will restart automatically (you may have to start the subsystem)

Job 1: Native access

Do file
RF=ad file

T

Job 2: SQL access

SELECT..
CBERTE
TETATE.
ERANT..

Oetsbasze
Monitor

Audit
Server

TT.E-‘T’E:T..!-.LIE-JF!H

/

"

PASE

Infg

*

Mezzage
Qe

TAP

Sphere Guardivm

it
InfaSphere Guardium
callectar

!

I

Se
C
n
(9

InfaSphere Gua rdium
reparts

© 2013 IBM Corporation




Information Management — InfoSphere Guardium

[Jn]]
[KIH]
el
”u““

What we’ll cover today

15

30K-foot overview of InfoSphere Guardium and IBM |
An integrated solution for audit and compliance

Monitoring strategy and use cases

Step by step — getting started

P e,
FAQ and conclusion /LQA\\
,I_ _\‘
AR || A
‘\I’
\ for Business /
\ for Business,
i, e

v_
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Before we jump into Use Case exploration, it's important to
develop the customer requirements for Activity Monitoring.
— Whose activities do they want to watch?

— Which database operations are important to track?
— Which database objects need to be tracked?
— What questions need to be answered?

In many cases, the compliance requirements will guide the
answers, but take time to develop an:

Activity Monitoring Strategy

16 © 2013 IBM Corporation
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Filtering option

Description

FILTER_USER The specified user or group user profile filter, if any.
Only one user hame or generic user name can be’specified.
FILTER_JOB The specified job filter, if any. .
Only one job name or generic job name can be specified.
FILTER_TCPIP The specified TCP/IP filter, if any.

Only one TCP/IP address can be specified.

FILTER_TABLE

The specified table filter, if any. .. e
Up to ten file names or %enenc file names can be specified. The specified library name must be the system
agﬂgrg?gﬁg;tengnqec) aracter name). The file name can be either the system table name or table name

FILTER_PORT

The specified P_ort filter, if any. o ) ]
Only one port filter can be specified. Filtering by port is only supported in release 7.1 and above.

FILTER_CLIENT_ACCTING

The specified client accounting filter, if any. o ) o )
Onl;eolne céle%t accounting filtér can be specified. Filtering by client accounting is only supported in release
.1 and above.

FILTER_CLIENT_APPLNAME

The specified client application filter, if any. o ) o )
Onl olne Célert])t application filter can be specified. Filtering by client application is only supported in release
.1 and above.

FILTER_CLIENT_PROGRAMID

The specified client program filter, if any. o ) ) )
Only oge gllent program filter can be specified. Filtering by client program is only supported in release 7.1
and above.

FILTER_CLIENT_USERID

The specified client user filter, if any. o ) _ .
Only one client user filter can be specified. Filtering by client user is only supported in release 7.1 and above.

FILTER_CLIENT_WRKSTNNAME

The specified client workstation filter, if any. o ) o )
Onl olne Célert])t workstation filter can be specified. Filtering by client workstation is only supported in release
.1 and above.

FILTER_RDB

he specified relational database filter, if any.

FILTER_SYSTEM_SQL

T
Up to 10 relational database names can be specified. Note: Case sensitive name
T

he specified system SQL statement filter. ) )
Specifies whether system SQL statements should be audited (Y or N) . The defaultis Y.

FILTER_AUDIT_ENTRY_TYPES

ghe specified QAUDJRN audit entry filter, if any.

ecifies which audit journal entry Boes should be processed.
The default is '"AD AF ' CA CO DO'GD OM OR OW PG PW RA RO RZ ZC ZR'

© 2013 IBM Corporati
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Some of the DBMON entries are not useful from an audit standpoint.

These entries are omitted: (not sent to the Guardium appliance)
CH CLOSE (Hard) HH CLOSE (Hard)

JR Recycle Prestart Job HC CLOSE (Hard)

PD PREPARE DESCRIBE (except authorization errors are captured)
PR PREPARE (except authorization errors are captured)

ZD HOST SERVER ONLY

AD ALLOCATE DESCRIPTOR HL HOLD LOCATOR
CL CLOSE RE RELEASE

DA DEALLOCATE DESCRIPTOR RG RESIGNAL

FE FETCH SC SET CONNECTION

FL FREE LOCATOR SD SET DESCRIPTOR

GD GET DIAGNOSTICS SG SIGNAL

GS GET DESCRIPTOR Xx Entries (-primarily X/Open)

Some statements are sub-statements, these are also omitted: (not sent)

IN INSERT that is part of a CREATE TABLE AS ... WITH DATA

IN INSERT that is part of a DECLARE GLOBAL TEMPORARY TABLE AS ... WITH DATA

DL DELETE that is part of a MERGE
IN INSERT that is part of a MERGE
UP UPDATE that is part of a MERGE

18

© 2013 IBM Corporation
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The audit entries that we capture can be controlled by configuring which entry types should be captured. By default, the
following are returned:

ZR Read object OM Object moved or renamed
ZC Change object PG Primary group change

CA Authority change PW Invalid password or user ID
AD Auditing change OW Change owner

AF Authority failure OR Object restored

CO Create object RA Restore authority change

DO Delete object RO Restore owner change

GR General purpose audit record RZ Restore primary group change

SV System Value change
Note: CD Command string is supported, but not by default

Since the focus is primarily on database changes, we will only return entries related to objects that are database specific:

*FILE (a table, view, index, logical file, alias, or device file)

*SQLUDT (an SQL user-defined type)

*SQLPKG (an SQL package)

*PGM (a procedure, function, or program)

*SRVPGM (a procedure, function, global variable, or service program)
*DTAARA (an SQL sequence)

For entries that identify an object, the statement text part of the message will be constructed as follows:
XX - 30-byte-text 10-byte-library 10-byte-object-name 8-byte-object-type

For example:
ZC - Change object <library-name> <object-name> <object-type>

19 © 2013 IBM Corporation
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Quick Security Check for IBM |
Provides quick and easy check of system for major security exposures

Service Overview:
Quick Security Check performs a rapid security analysis of your IBM i system, and provides a report on key areas of security concern.
Key Features:

Automated tool checks and reports hundreds of parameters in an IBM i environment

Profile Analysis:

= Special Authorities / Inherited Privileges ¢ *PUBLICLY and Privately Authorized Profiles

= Group Profiles / Ambiguous Profiles « Initial Programs, Menus, and Attention Programs
= Default Passwords / Password Expiration* Command Line Access

= [nactive Accounts

Administration / Configuration Settings:
= System Values / Audit Control Settings

= |Invalid Signon attempts

= Work Management Analysis

« DDM Password Requirements
* Registered Exit Points / Function Usage
« Library Analysis

Network Settings:

= Network attributes

= NetServer Configuration

= TCP/IP servers / Autostart values

Service Benefits:

= Reduces cost and time involved in running system security checks

« Listening ports / Network Encryption
* |IP Datagram Forwarding / IP Source Routing

= Can minimize potential user errors that cause system exposures
= Offers an opportunity to review systems for security breaches and take action to address the issue
= Provides a new level of report automation and user interface that makes the tool easy-to-use, fast and accurate

= Easy enough to use that you can deploy it, and with your skills, a Business Partner’s skills, or Lab Services’ skills, the
issues can be addressed and remediated.

IBMi Lab Services - = © 2013 IBM Corporation
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To set expectations of what data should be logged into the
Guardium appliance, review these points:

1. How Is Security Auditing configured on the IBM i?
Use the Display Security Auditing (DSPSECAUD) command

mEx]

(] Session D - [24 x 80]
File Edit View Communication Actions Window Help

| (%) et O @@

Current Security

Auditing Values

Security Auditing Journal VYal:
ecurity journal QAUDJRN ex YES

AUDRCYO34

receiver attached to QAUDJRHN

Security Auditing stem Values
®¥AUDLYVIL *OBJAUD XNOQTEMP

Current QAUDCTL

[ 20 Session D - [24x 80]

Fle Edit Vien Communication Actions Window Help

Be 2ln =) w bl 2
[&

Current

ent Se

curity Auditing Journal Values

Security journal QAUDJRN ex
receiver attached teo QAUDJRMN Press Enter to continue.
u Lo
tem Values F3=E=xit Fi2=Cancel

. (C) COPYRIGHT IBM CORP. 1980, 2009.

ity Auditing

rrent QAUDLYVYL2 system value

SECVLDL

Bottom

Press Enter to coentinue.

F3=Exit F ancel
[2]
© 2013 IBM Corporation

ady at bottom of area.
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Guardium and DB2 for | — Frame of reference

To set expectations of what data should be logged into the
Guardium appliance, review these points:

2. How is the istap configured?

get_istap_config ‘h‘

get_istap_status

start_istap_monitor

stop_istap_monitor

update_istap_config
Add APl Mapping

22

'-:-1) Api Call Output - Google Chrome

B¢ b#®: /fguardroc. rch, stglabs.ibm, com: 8443 /apiCall, do?reportid =596 &functionld=0108debuglevel =08org.apache. cataling ‘:tl

Api Call Qutput get_istap_config
Call Output

D=0
Samername: 9 A.39 189

| Filter user: AUDITGROUP

| Filter job: null

| Filter tepip: null

| Filter table:

|Filter port: 0

| Filter client accounting: null
|Filter client application name: null
| Filter client program name: null
|Filter client user/group name: null
| Filter client workstation name: null
| Filter RDB: LP13UT16

| Filter system sgl: M

| Filter audit entry types: AF CA CD CO CP DO GR OM OR OW PG PW RA RO RZ ZC 7R AD SV

| otart user: GOUSER

| connection_timeout_sec: 60
remote_messages: 1

|tap_min_heartheat_interval: 500000

| Start job: GDAUDIT GDUSER 686891

| Start time: 2013-08-21 11:41:32.669216

el

© 2013 IBM Corporation
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3. If Filter user is being used, is it an individual user or a group
profile? If it's a group profile, who belongs to that group?

Only the users in this list will have their SQL Statements captured
In the Guardium appliance.

SELECT * FROM TABLE(QSYS2.GROUP_USERS(AUDITGROUP')) AS A;

[ SELECT * FROM TABLE... = | OJEd
USERNAME

FRANKDBA
MARYSEC

23 © 2013 IBM Corporation
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Guardium and DB2 for | — Frame of reference

4. Is the Guardium Audit Server running?

) lp; Call_ﬂ utput —_(i_uup:lﬁ Ch rome

@( hi#s: ffguardroc. rch.stglabs.ibm. com: 8443 /apiCall dofreportld= 596 &functionId =900 &debugle' Q

Api Call Output get_istap_status

Call 0utput -
|ID=0 [
| Status time: 2013-08-21 15:28:22. 277593
Server started: YES |

| Start time: 2013-08-21 11:41:32.669216

S | Server job name: GDAUDIT GDUSER 686891
QEt istap CanIQ | Jobs processed sgl: 80
_ _ | Sql processed: 176
get_lstap_status Sql enqueued: 14
Sql skipped: 0
start_istap_monitor Sgl whose variahle values processed: 7

| Sql whose variable values discarded: 0

stop_istap_monitor | Processed journal audit entries- 219
— — Enqueued journal audit entries: 37

update_istap _config |Queue damaged: NO
1 — — | Num of messages on queue: 0
1 Add AP Mapping | Size of messages on queue: 0

|Maximum size of queue: 16777216

| Total enqueue threads: 0

| Last dequeue time: 2013-08-21 15:22:05.574

| Last enqueue time: 2013-08-21 15:22:05.574

| Quewe owner: GDUSER

| Last end monitor job: GDAUDIT GDUSER 686891
| Last end monitor user: GDUSER

24 © 2013 IBM Corporation
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Guardium and DB2 for i1 — Configuration steps

Review the configuration:

|7 Api Call Qutput - Google Chrome

B hieps: //guardroc.rch.stglabs.ibm.com:8443/apiCall.do?reportld=526&fundior &

Api Call Output get_istap_config
Call Qutput
D=0

I Filter user: AUDITGROUP I

| Filter job: null

Filter tepip: null

Filter table:

Filter port: 0

Filter client accounting: null

Filter client application name: null
Filter client program name: null
Filter client user/group name: null
iter client workcstation name: null

Filter system sgl- I

mer audit entry types- AF CA CD CO CP DO GR OM OR OW PG PW RA RO RZ 7C ZR AD |
SW

|Start user: GDUSER |

| connection_timeout_sec: 60

remote_messages: 1
tap_min_heartbeat_interval: 500000

Start job: GDAUDIT GDUSER 715033
Start time: 2013-08-26 09:27:55.522120

Close

|<i il | [l

)

IBM i configuration steps:

25

1. CRTSBSD SBSD(QGPL/GUARDSBS)
POOLS((1 *BASE)) TEXT('Guardium SBS))

2. CRTJOBQ QGPL/GDJOBQ TEXT('Guardium job
queue’)

3. CRTUSRPRF GDUSER PASSWORD(*NONE)
PWDEXP(*NO)
STATUS(*ENABLED) SPCAUT(*ALLOBJ *JOBCTL)

4. CRTJOBD QGPL/GDAUDIT JOBQ(GDJOBQ)
JOBPTY(2) USER(GDUSER) JOBMSGQFL(*WRAP)

5. CHGUSRPRF GDUSER JOBD(QGPL/GDAUDIT)

6. ADDJOBQE SBSD(QGPL/GUARDSBS)
JOBQ(QGPL/GDJOBQ) MAXACT(10) SEQNBR(40)

7. CRTCLS CLS(GDCLS) RUNPTY(1)
TIMESLICE(10000)

8. ADDRTGE SBSD(QGPL/GUARDSBS) SEQNBR(800)
CMPVAL(GUARDIUM) PGM(QSYS/QCMD)
CLS(GDCLS)

9. STRSBS SBSD(QGPL/GUARDSBS)

© 2013 IBM Corporation
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Meet the users:
1) MARYSEC — A Security Officer with authority to do anything

CRTUSRPRF USRPRF(MARYSEC) PASSWORD (XXXXXXXX)
USRCLS(*SECOFR)
TEXT('Security Officer’)

1) FRANKDBA — A Database Administrator with authority to do
everything but change security settings

CRTUSRPRF USRPRF(FRANKDBA) PASSWORD(XXXXXXXX)
USRCLS(*USER)
TEXT('Database Administrator’)

SPCAUT(*ALLOBJ *JOBCTL *SAVSYS *SPLCTL)

1) JOEUSER - An end user with no special authority

CRTUSRPRF USRPRF(JOEUSER) PASSWORD (XXXXXXXX)
USRCLS(*USER)
TEXT('User with no special authorities')

26

MARYSEC

JOEUSER

© 2013 IBM Corporation
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Use cases — Initial setup:
1. CRTUSRPRF USRPRF(AUDITGROUP) PASSWORD(*NONE)
2. CRTUSRPRF USRPRF(JOEUSER) PASSWORD() TEXT(‘User with no special authorities")

3. CRTUSRPRF USRPRF(MARYSEC) PASSWORD() USRCLS(*SECOFR)
TEXT('Security Officer’)

4. CRTUSRPRF USRPRF(FRANKDBA) PASSWORD() USRCLS(*USER)
TEXT('Database Administrator’) SPCAUT(*ALLOBJ *JOBCTL *SAVSYS *SPLCTL)

Later, we'll adjust:
5. CHGUSRPRF USRPRF(FRANKDBA) GRPPRF(DBATEAM) SUPGRPPRF(AUDITGROUP)
6. CHGUSRPRF USRPRF(MARYSEC) GRPPRF(AUDITGROUP)

When in doubt, we can review the members of the group:

7. > STRSQL
> SELECT * FROM TABLE(QSYS2.GROUP_USERS(AUDITGROUP")) AS A
FRANKDBA
MARYUSER

27 © 2013 IBM Corporation
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What should we track?

Let’s show some examples of what’s possible with
Guardium.

MARYSEC — As the Security Officer is supposed to limit her
activity to managing user access and authorities. Mary should
not be looking at data, changing data.

Let’s start by adding MARYSEC to the Guardium
USER_FILTER(AUDIT_GROUP) Group Profile

CHGUSRPRF USRPRF(MARYSEC) GRPPRF(AUDITGROUP)

Question: Do we have adequate audit coverage?

28 © 2013 IBM Corporation
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Because the system includes *SECURITY as an Audit Level
choice and S-TAP is configured to monitor ‘CP’ audit
entries, we can see that MARYSEC'’s user profile was
changed.

|-9D Session D - [24 x 80] BEX]|

File Edit Wiew Communication Actions Window Help ‘

B BD A% BE = 5% 2 e

Il Current Security Auditing Values

Security Auditing Journal Ve

MARYSEC
“““ s ®xAUDLWVL X0BJAUD *NOQTEMP

,,,,, 7 * AIL XSECURITY *SERVICGCE

Press Enter to continue.

F3=Exit F12=Cancel

{C) GCOPYRIGHT IBM CORP. 1980,
FA) d M

" 11902 - Session successfully started

DB2 i SGL activity

Start Date: 2013-08-18 13:51:43 End Date: 2013-08-21 16:51:43
Aliases:  OFF

) DB2i
Full SQL _ DB DB2iiz . r— Process
D T|m:=.~str3m;1F,—n:'tm:{:'| Database DB2 iz Program E:erent Hetwork Protocol Succeeded D Source Program Full Sql
- 2013-08-21 - - .y ! e [P — CF - User Profile change
1D£33441D:35:30.D DB21  LP13UT16QSYSIQCMD SCOTTF | QAUDIRM 1 GBGR42 SCO'I‘I'F.-C!F'.#.DE-.-IIIIJIJdQSYS MARYUSER *USRERE

29 © 2013 IBM Corporation
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We are configured to see all of MARYSEC’s SQL statements
and that’s all.

We could easily extend the monitoring for MARYSEC to
include command execution and much more.

> CHGUSRAUD USRPRF(MARYSEC)
OBJAUD(*ALL)

AUDLVL(*CREATE *DELETE *OBJMGT *SECURITY
*SERVICE *SYSMGT *SAVRST *AUTFAIL *CMD)
DB2 i SQL activity
Start Date: 2013-08-18 14:14:46 End Date: 2013-08-21 17:14:46
Aliases:  OFF
. DB2i |
lF_”” SOL 1mestamp IE—E:_M{_' %se DB2 iz Program {Egrrrlant Network Protocol Succeeded E‘mﬁﬁ Source Program Full Sal )
mzaaenf%ﬁf{ﬂ%‘? DB21  LP12UT16QSYSIQCMD MARYUSER QINTER 1 526866 MARYUSER/QPADEVOOQ _iﬁlé;?gg‘g”%ﬁg‘;”g& QsYs
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Guardium and DB2 for i1 - MARYSEC

Now let’s sit back and watch the data roll in...

» CRTUSRPRF NEWUSER

= DLTUSRPRF NEWUSER

= CHGSYSVAL SYSVAL(QQRYDEGREE) VALUE(*OPTIMIZE)

= STRSQL

> select * from storel23.sales where sales_person = 'Jones' _/

And be in a position to analyze the results...

1) Was the process for adding a new user followed?

2) Why is MARYSEC changing an important DB2 for i system value?
3) Whv is MARYSEC lookina at the SALES table?

DB2 i SAL activity

Start Date: 2013-08-18 14:56:02 End Date: 2013-08-21 17:56:03

Aliases: OFF

Full DB DB2 ilz —

S_EL D Timestamp P_rotocol mse DB2 i/z Program S;l;rrent Network Protocol Sut',l:',laledlel:lm
2013-08-21 e .

10233550 o521 DB21  LP13UT16QSQLQSQIMAN  MARYUSERQINTER .

1023354200921 pga | Lp1aUT16QSYS/QCMD MARYUSERQINTER .
2013-08-21 . ,

102338350 705 DB21 LPTRUT16QSYS/QCND MARYUSERQINTER :

102335250 70021 DB21 LP13UT16QSYS/QCMD MARYUSERQINTER .

1023351?3_153};0183'%1 DB21  LP13UT16QSYS/QCMD MARYUSERQINTER .

31

Process

636566

GB6866

GBGE66

636866

636366

MARYSEC's
>~ actions

MARYSEC

Bind
Source Program Full Sql Variables
Values
, ; select * from store123.sales
I‘dARYUSERfOPADEVDDDLMhere sales_person = 7 Jones
MEW VALUE:
, . SV - System value change *OPTIMIZE
I‘-JARYUSER?OF'ADEVDDDLOORYDEGREE OLD VALUE:
NOMNE
, . DO - Delete object QsYs
MARYUSER/QPADEVOOOL] EWUSER *USRPRF
. . ICP - User Profile change
I‘dARYUSERfOPADEVDDDLOSYS NEWUSER *USEPRF
MARYUSER/QPADEVoDOL|CA - Authority change

QSYS

NEWUSER *USRPRF
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What should we track?

FRANKDBA — As the database administrator, FRANKDBA
needs to manage the database. He needs to all authorities to
data, including create/drop/save/restore/reorganize/and more.

This capability implies a tremendous amount of trust. His
actions need to be monitored to identify accidents/mistakes or
Intentional bad behavior.

Definitely want to add him to the auditing group profile.

CHGUSRPRF USRPRF(FRANKDBA)
GRPPRF(AUDITGROUP)

Question: Do we have adequate audit coverage?
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= Do we care to monitor Native Database access or
IBM i Command manipulation of critical database objects?

Restoring a library
RSTLIB SAVLIB(STORE123) DEV(*SAVF)
SAVF(QGPL/STORE123)

Deleting a file (aka table)
DLTF FILE(STORE123/dept )

Renaming a table
RNMOBJ OBJ(STORE123/SALES) OBJTYPE(*FILE) NEWOBJ(SALESSAVED)

Moving a table
MOVOBJ OBJ(STORE123/EMP) OBJTYPE(*FILE) TOLIB(FRANKLIB)

* The Audit Control & Audit Level System Values determines which of
these operations will appear in the Data Activity Monitor
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» Lets add *SAVRST and *OBIJMGT to QAUDLVL.
=» WRKSYSVAL SYSVAL(QAUD?)
By enabling more Audit Journal options =» The Guardium Activity Monitor will have
the chance to see more data e k)

|E|IE Edit View Communicaton Actions Window Help

Change System VYalue

Auditing options - Help

1t value. You cannc change the system value to not
available (xNOTAVL).

*0BJIMGT
neric ject tasks are audited. The following are some examples:

2] Session E - [24 x 80]

|Ei|e Edit View Communicaton Actions Window Help

Change Suystem Value : *0FCSRV ) ) )
5 Off noare a t = lowing are some examples:
i i : directory

options - Help

*¥PGMFATL . wOPTICAL
Program failur ; red. The following are son| . All optical functions are audited. The following are some examples:
Blocke g 0 : More. ..
i i 3 2 ve to top F12=Cancel
>rint help

are audited. The following are

ooled file " [1302 - Session successfully started

*SAVRST
Save a store information is audited. The following are some g \f
example i
programs that adopt their owner's user profile are restored : ‘\
riore. . . : \l 1,
Fxtended help F3=Exit help F10=Move to top F12=Cancel /
Fi3=Information Ass 2 Fl4=Print help

=J! 1502 - Session successfully started

34
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= After these changes, we see some audit entries appeat.

= The information is accurate, but we can do better.

= We didn’t see an entry for the Delete File (DLTF) command and we didn’'t see an
explanation of what was driving the changes other than QSYS/QCMD was being

used.

DB2 i SAL activity

Start Date

Aliases OFF

:Lglli ID Timestamp

2013-08-26
1
1039u2909 3956

2013-08-26
103982809 3956 0

2013-08-26
=3
1039u2?09 3056

2013-08-26
1039826 19.39-56.0

N4 Ne 2R

35

2013-08-23 10:10:24 End Date

2013-08-26 13:10:24

DB2 1 LP13UT16 QSYS/QCMDFRANKDBA QAUDJRMN 1 715262
DB2 | LP13UT16 QSYS/QCMDFRANKDBA QAUDJEN 1 715262
DB2 | LP13UT16 QSYS/QCMDFRANKDBA QAUDJREN 1 715262
DB2 1 LP13UT16 QSYS/QCMDFRANKDBA QAUDJRN 1 715262

Source Program

FRANKDBA/QPADEVDDOArenamed

FRANKDBA/QPADEWVODD

FRANKDBA/QPADEWVOOD

FRANKDBA/QPADEVODO

Eull Sql

OM - Object moved or
STORE123
EMP *FILE

OM - Object moved or

renamed STORE123
SALES *FILE

OR - Object restored
STORE123 SYSVIEWS
“FILE

OR - Object restored
STORE123
SYSVIEWDEP*FILE

2 _ Cihiect rectnrad

Bind
Variables
Values
NEW
LIBRARY
FRAMKLIB

MEW MAME:
SALESSAVED
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= Enable Object auditing for all existing objects within the STORE123 library
CHGOBJAUD OBJ(STORE123/*ALL) OBJTYPE(*ALL) OBJAUD(*USRPRF)

OBJAUD(*USRPRF): The user profile of the user accessing this object is used to
determine if an audit record is created. The OBJAUD keyword on the
CHGUSRAUD command controls whether a specific user should be audited.

Also, change FRANKDBA to have command and object level auditing enabled

» CHGUSRAUD USRPRF(FRANKDBA)
OBJAUD(*CHANGE) AUDLVL(*CMD)
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Guardium and DB2 for | - Use case exploration

After these changes, we see the delete operation and
the commands used to drive the auditable entries

DB2 i SAL activity

Start Date: 2013-08-23 10:21:03 End Date: 2013-08-26 13:21:03
Aliases: OFF

. . DB2i
Full DB DB2i/z DB2ifz T —— Network Process : )
Full DE DBEZiiz DBZ21I/Z Network Process
saL ID Timestamp Protocol DatabacelProaam E:;rrent Protocol Sut:t:|=.-|=.-|:||=.-|:|m Source Program Full Sqgl Bind Variables Values
IOM - Object moved
2013-08-26 ; . . or renamed MEW LIBRARY:
10399?509:39:55_0 DB2 | LP13UT16QSYS/QCMDFRANKDBAQAUDJRNA 715264 FRANKDBAJOPADEVDDMSTORH23 EMP  FRANKLIB
FFILE
ICD - Command MOVOBJ
2013-08-26 5tring OBJ(STORE123/EMP)
10399?409:39:56_0 DB2 | LP13UT16QSYS/QCMDFRANKDBAQAUDJRN A 715264 FRANKDBNOPADEVDDMOSYS MOVOBJ OBJTYPE(FILE)
FCMD TOLIB{(FRANKLIB}
IOM - Object moved
2013-08-26 ; . . or renamed MEW MANE:
10399?309:39:55_0 DB2 | LP13UT16QSYS/QCMDFRANKDBAQAUDJRNA 715264 FRANKDBAJOPADEVDDMSTORH23 SALES SALESSAVED
FFILE
ICD - Command RNMOBJ
2013-08-26 5tring OBJ(STORE123/SALES)
10399?209:39:56_0 DB2 | LP13UT16Q8YS/QCMDFRANKDBAQAUDJRN 1 715264 FRANKDBNOPADEVDDMOSYS RNMOBJ OBJTYPE(FILE)
FCMD NEWOBJ(SALESSAVED)
2013-08-26 DO - Delete object
1039971 09-39-56.0 DB2 | LP13UT16QSYS/QCMDFRANKDBAQAUDJRN 7158264 FRANKDBA/QPADEVOOOHASTORET23 DEPT
e FFILE
D - Command
2013-08-26 5tring DLTF
103%?009:39:56_0 DB2 | LP13UT16QSYS/QCMDFRANKDBAQAUDJRNA 715264 FRANKDBA-'OPADEVUUMOSYS DLTF FILE(STORE123/DEPT)
[FCMD
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Digging deeper...

The Process ID combined with the Source Program

IS the Qualified Job Name on the IBM I.

DB2 i SQL activity

Start Date: 2013-08-23 10:21:03 End Date: 2013-08-26 13:21:03
Aliases  OFF

Full DB2iiz DB2iz  D2BZI Network Process

saL ID Mwotocolnatahase Program S;';rre“t Protocol S4cceeded,, R

Full Sqgl BEind Variables Values

DM - Object moved

- 2013-08-26 - , . . , br renamed NEW LIBRARY
10399?:309 29-56.0 DB2 | LP13UT16QSYS/QCMDFRANKDBEAQAUDJRNA 713264 FRANKDBA/QPADEVDOO4 ETORE123 EMP FRANKLIB
FILE

DSPJOB JOB(715264/FRANKDBA/QPADEV0004) and choose option 10

2{] Session E - [24 x 80]

l=Jo/es

File Edit View Communication Actions Window Help

Nicrnlaon A1T1T Macecaonoco
' = "

QPADEVOOO4 User FRANKDBA
DLTF FILE(STORE123/dept )

Object DEPT in STORE123 type *FILE deleted.
RNMOBJ OBJ(STORE123/SALES) OBJTYPE(%FILE)
Object SALES in STORE123 type *FILE
MOVOBJ OBJ(STORE123/EMP)

Object EMP in S3TORE123 type *FILE moved to

38

Number

LP13UT16

System:
: 715264

HMEWOBJ(SALESSAYED)
renamed SALESSAYED.
OBJTYFE(x=FILE) TOLIB(FRANKLIB)

library FRANKLIB.

© 2013 IBM Corporation



Information Management — InfoSphere Guardium

What should we track?

JOEUSER - This user has no special authorities. They have
access to the machine to be able to use a subset of well
defined applications. If the object authorization strategy is
sound, this user can do no accidental or intentional harm.

Should be no need to add this user to the auditing group profile.

Unless this user shows up in the Guardium Exception Report,
we will make no additional monitoring configuration.

Question: Do we have adequate audit coverage?
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The Activity and Exception reports surface similar detail, driven by Audit
Journal Authorization Failures (AF) and Password Failrures (PW)

Since this user is not part of AUDITGROUP and isn’t setup for Command
auditing, we only see the failed attempts to signon and authorization

failures.

To study JOEUSER more closely, reconsider the auditing and

filtering choices.

DB2 | SAL activity

Start Date: 2013-08-23 18:39:03 End Date: 2013-08-26 21:39:03
pliases:  OFF
; : DB2 i

Full DB DB2iiz DB2iz  2B2Z1
SQL ID e Protocol Database Program S;l;rrent
10400062913-08-26 Hpo | | p13UT16 QSYSIQCMDIOEUSER

183295 0

2013-08-26 o
104000570 70526 DB2|  LP13UT16 QSYSIQCMDJOEUSER

| petailed Exception Report |

Start Date: 2013-08-26 05:38:01 End Date

Aliases: OFF

Exception DB DB2 iz
Timestamp Protocol Database

2013-08-26

18:39:12.0 B |

2013-08-26

18:38:360 b2/

40

LP13UT16JOEUSER QSYS/QLESPI

LP13UT16JOEUSER QSYS/QCMD

2013-08-27 07:38:01

Network

Protocol

QAUDJRN

QAUDJRN

Exception

DB21i i
- Network Exception
Ir t —Q_DBZZI|°|3 m —P 8
Curren = Protocol HL

Succeeded IPDracess Source Program

0 715472 JOEUSER/QPADEVOOOL

0 715472 JOEUSER/QPADEVOOOL
Process Error Exceptiun
o =eu g e e
D e Code Description

QAUDJRNLOGIN_FAILED714521 QSYS/QINTER

QAUDJRNSQL _ERROR 715472 JOEUSER/QPADEVOOOL

/A

-551

PW - Invalid

Eull sqgl

AF - Authority failure

QSYS  STORE123
AF - Authority failure
QSYS  STORE123

Database Error Text

password or N/A

user D

42501:-551

The authorization |D
does not have the

privilege to perform the QSYS

specified operation on
the identified object

S B i -
Bind DB2 ,
Variables %Client Client P |
Values = Info |
“LIB -1 0 91011014+
o 1 0 9.10.110.14:
S Bi -0 x
@
salL string :
thatcaused Clientip EXCeption
Descrlgtlﬂn

the Exception
9.10.110.14 Login Failed

AF - Authority

failure Database

0.10.110.14 SE1Ver
STORE123 returned an
B error
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1. Can this product monitor ftp traffic?
Answer: Yes.
» Topic explained in the “Guardium Activity Monitor & DB2 for i
Serviceability Guide”

2. What about Native database access from RPG?
Answer: Yes
» Native access appears through the audit journal as
ZR (Read Object) and ZC (Change Obiject)

3. What about Data Journals, are they used?
Answer: Up to you.
» Guardium maintains the ability to have data journals included through a
scheduled upload. (not real time)

4. 1 want to monitor all activity with no filtering, is that supported?
Answer: Yes
» Recent enhancements are explained on the next slide
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. Install the recommended IBM i service:

2. Install the updated Audit Server PASE program (to be released soon)
3. Tune the Audit Server to have RUNPTY(1) and TIMESLICE(1000)

“Tuning the performance of the audit server” section of the white paper:

. Stop and Restart the Audit Server
. Regularly review the get_istap_status status and watch the “Sqgl Skipped” value.

. SQL Skipped > 0 indicates that the Audit Server cannot keep up with the amount

of monitored activity. On a very busy machine with no filtering, this could be
encountered.

. To direct the Audit Server to avoid skipping, the following SQL statement needs

to be executed on the IBM i:
UPDATE QSYS2/SYSAUDIT SET PREVENT_SKIPPED ENTRIES ="Y*

Note: By choosing this option, you are directing the audit server to potentially impact
the performance of workloads. The size of Sql Skipped will provide insight into the
anticipated workload performance degradation. This is a processor bound decision
that can be managed by enabling more cores (CPUs) on the machine.
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What we’ll cover today p g |
2

&

= 30K-foot overview of InfoSphere Guardium and IBM |
= An integrated solution for audit and compliance

= Monitoring strategy and use cases

= Step by step — getting started

* FAQ and conclusion
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Henll
|[u“||

DB2 i1 Guardium Implementation

. Getting Started (install & config)

« Policies (Alerting)
« Custom reporting for DB2 |

« Enhancing DB2 i Reports

44
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IBM PASE for i

IBM Portable Application Solutions Environment for i (PASE for ) allows you to port IBM AIX
applications to the IBM i platform with minimal effort.

Provides an integrated runtime environment that allows you to run selected applications without
the complexity of managing operating systems, such as AlX or Linux

Provides industry-standard and defacto-standard shells and utilities that provide you with a
powerful scripting environment

Install PASE

1. 0On an IBM i command line, enter GO LICPGM

2. Select 11 (Install licensed program)

3. Select Option 33 (5770-SS1 - Portable Application Solutions
Environment

4. Optional: Install additional locales
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Install the DB2 1 S-TAP

1. In the PASE shell environment on IBM i server, create a temporary directory to put the S-TAP
installation script (such as /tmp). You can use a 5250 emulator software to connect to system i
remotely and enter the PASE shell by entering “call gp2term”.

2. FTP the following S-TAP installation shell script to that temporary directory: guard-itap-
9.0.0_rnnnnn-aix-5.3-aix-powerpc.sh

3. In the same directory, run the following command:

guard-itap-9.0.0_rnnnnn-aix-5.3-aix-powerpc.sh guardium_host_IP where
guardium_host_IP

Where guardium_host_IP is the IP address of the InfoSphere Guardium collector. The
installation program will install under /usr/local/guardium.
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Configure the DB2 i1 S-TAP

To configure and start audit processing on DB2 for i, you will be using the Guardium user
Interface to update the configuration settings in the configuartion file on IBM i and to start
the auditing process.

The following 3 steps are to be executed:

1) Define DB2 for i as a recognized data source to Guardium (and test connection).

2) Populate Guardium collector with information from the configuration file on IBM i (that was
automatically created when DB2 for i S-TAP was installed) using Custom Table Builder

3) Create DB2 for i configuration report. From this report interface you can invoke the APIs
that start and stop the monitoring process, get status information, and update configuration

47 © 2013 IBM Corporation



Information Management — InfoSphere Guardium

1 - Create datasource for DB2 for |

My Mew Reports || Standard Reports | Monitor/Audit | Discover | Assess/Harden || Comply || Protect | System View | Administration Console
Config & Control Datasource Builder

Fi 1 1 as )
.r-.ccess.map BuilderViewer Application Selection 2)
Alert Builder I o 1

g ; Access Policy [
Alias Builder Audit Task |
Audit Process Builder Change Audit System
Audit Process To-do List b
Auto-discovery Configuration ; Eustom Domain

| Databaze Analyzer

Baseline Builder Monitor Valies

CAS Host Config Replay .
CAS Template Set Config | Security Asseszment [
Classification Policy Builder :

Classification Process Builder Mext

Datasource Definitions
Group Builder

Palicy Builder

Fortlet Editor

Privacy Set Builder
Replay Builder
Security Assessment Builder
Time Period Builder

Yalue Change Audit OB Creation
Yalue Change Audit OB Update &
Upload

Yalue Change Auditing Builder
Workflow Builder
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Config & Control Datasource Builder

Access Map Builder/Viewer Datasource Finder @
Alert Builder :

Alias Builder Ip0sut16_IBM ISERIES(Custom Domain)

LP13UT16_IBM ISERIES(Custom Domain)

Audit Process Builder X1423p2_1BM ISERIES(Custom Domain)

Audit Process To-do List
Auto-discovery Configuration
Baseline Builder

CAS Host Config

CAS Template Set Config
Classification Policy Builder
Classification Process Builder
Datasource Definitions
Group Builder

Policy Builder

Portlet Editor

Privacy Set Builder

Replay Builder

Security Assessment Builder
Time Period Builder

Value Change Audit DB Creation Select multiple items using Shift- or Ctrl-click

Value Change Audit DB Update & ——
Upload ’ ’ | New | ' el e Back |
Value Change Auditing Builder

Workflow Builder
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Datasource Builder

Datasource Definition

Name

Database Type | --

Severity classification | NONE =]

Description

Share Datasource [ |

Authentication
Save Password |
Login Name
Password
Location
Host Name/IP
Port
Service Name
Informix Server

Database
Connection
Property
Custom Url

DB2
DB2fori G
DB22/0S

Informis

MySQL

Netezza

Oracle (DataDiract)
PostgreSQL
Sybase

50

MS SQL SERVER (DataDirect)

Datasource Builder

Datasource Definition

Name
Database Type

x1423p2
DB2 for |

Severity classification

Description

Share Datasource |

Authentication

NONE | »

Save Password |

Login Name
Password

Location

Host Name/IP
Port

Service Name

x1423p2.rch.stglabs.ibm.com
445

X1423P2

Informix Server

Schema

Connection
Property

Custom Url
CAS
Database Instance Account

Database Instance Directory
Roles

No roles have been assigned to this datasourcel Roles... |

Add Commenis | |

|| Apply

Test Connection

Back

Thiz datazource can be =uccezzfuly connected
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]|

2 -Upload the DB2 for | configuration settings to Guardium
collector using custom table builder

1

My Mew Reports || Standard Reports | Monitor/Audit | Discover | Assessi/Harden || Comply || Protect || System View || Administration Console

Config & Control

Report Building
Access Tracking
AggregationfArchive Tracking
Alert Tracking
Application Tracking
Audit Process Tracking
Auto-discovery Tracking
ZAS Changes Tracking
CAS Config Tracking
CAS Host History Tracking
CAS Templates Tracking
Classifier Results Tracking
Comments Tracking
Custom Domain Builder
Custom Query Builder
DB Default Lisers Enabled Tracking
Discovered Instance Tracking
Exceptions Tracking
Flat Log Tracking
=IM Events Tracking
Group Tracking
Guardium Activity Tracking
Guardium Lagin Tracking
Installed Policy Tracking
Policy Violations Summary Tracking
Policy Violations Tracking
Replay Results Tracking
Report Builder
Roague Connections Tracking

Security Assessment Result Tracking

Custom Table Builder

Custom Tables

2

—zelect an item—
ClazsificatienDatalmport
CM Buffer Usage Monitor
DB2 Column Level Prive
DB2Z DB Level Privs

el

DB o S TAR ConfIgUTaIION.

DBZ for | 5-TAP Status

DB2Z Index Level Prive

DB2 Package Level Prive

DB2Z Priv Summary

DB2Z Table Level Prive

DB2 z05 Database Prive Granted To GRANTEE
DB2Z z0%5 Database Prive Granted To PUBLIC

DB2 zOS Databaze Prive Granted With GRANT
DB2 z05 Databaze Resource Granted To GRANTEE
DB2Z z05 Database Resource Granted To PUBLIC
DB2 zOS Databaze Hezource Granted With GRANT
DB2Z z0OS Executable Object Prive Granted To PUBLIC
DB2 z05 Object Prive Granted To GRANTEE

DB2 zOS Object Prive Granted To PUBLIC

[ Upload Definition ” Manually Define

|

Roles...

L UploadData || Edit Data

H Furge ][

Invalid Clueries

]
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Config & Control
Report Building

Custom Table Builder

Import Data

Access Tracking
AggregationiArchive Tracking

Alert Tracking

Application Tracking

Audit Process Tracking
Auto-discovery Tracking

CAS Changes Tracking

CAS Config Tracking

CAS Host History Tracking

CAS Templates Tracking

Classifier Results Tracking
Comments Tracking

Custom Domain Builder

Custom Query Builder

Custom Table Builder

0B Default Users Enabled Tracking
Discovered Instance Tracking
Exceptions Tracking

Flat Log Tracking

GIM Events Tracking

Group Tracking

Guardium Activity Tracking
Guardium Login Tracking

Installed Policy Tracking

Fualicy Violations Summary Tracking
Palicy Violations Tracking

Replay Resulis Tracking

Report Builder

Rogue Connections Tracking
Security Assessment Result Tracking

Entity desc DBZ fori 3-TAF Configuration
Table name ITAP_COMNFIG

Configuration
S5QL statement

Id column name

Id column type
DML command after upload

Overwrite |:| per upload |:| per datasource
Use default schedule []
Default Purge

Datasources

Name Type Host Uzerlame

Mo datasource has been added to this ifem

| Add Datasource...

Scheduling
@® Upload is currently not scheduled for execution.

Apply || checkiRepair || Verify Datasource || Back

52
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: |

IDatasnurce Finder 2 Custom Table Builder
Ip0Gut16_IBM ISERIES(Custom Domain) @
LP13UT16_IBM ISERIES(Custom Domain Upload Data

x1423p2 |BM ISERIES(Custom Domain Entity desc DB2 for i S-TAP Configuration
Table name ITAP_CONFIG
Configuration

SAL statement |

Id column name

Id column type
DML command after upload

Owverwrite V| perupload [] per datasource
Use default schedule []
Default Purge []

Datasources
Name Type Host UserName
Select multiple items using Shift- or Ctri-click @ (i) x1423p2_|BM ISERIES(Custom Domain) IBM ISERIES x1423p2 rch siglabs ibm.com LARKINB
New |[ Clone |[ Modity |[ Delete || Add Back | Ao Datasource... |
Scheduling

(515)] Upload is currently not scheduled for execution.

| Moaify Schedule... m Run Once Now |

Check/Repair | | Verity Datasource || Back |

Operation ended successfully.

svliSk:1 inserts.
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3 — Create report to Invoke an api:

System View | Administration Console |_Tools &* | Daily Monitor

Conﬁg & Control Report Builder

Report Building .
Report Finder
Access Policy Tracking [

Access Tracki Qury
ccess Tracking :

R rt Titl
Aggregation/Archive Tracking eP; “ el
Alert Tracking onitor |
Application Tracking Chart Type  --none --

Audit Process Tracking
Auto-discovery Tracking

CAS Changes Tracking

CAS Config Tracking

CAS Host History Tracking
CAS Templates Tracking
Classifier Resuits Tracking
Comments Tracking

Custom DB Usage Tracking
Custom Domain Builder
Custom Query Builder
Custom Table Builder

Data Marts

DB Default Users Enabled Tracking
Discovered Instance Tracking
Exceptions Tracking

Flat Log Tracking

GIM Events Tracking

Group Tracking

Guardium Activity Tracking
Guardium Login Tracking
Installed Policy Tracking
Policy Violations Summary Tracking
Policy Violations Tracking

Replay Results Tracking
m_eport Builder
Rogue Connections [racking

Secunty Assessment Result Tracking
Sniffer Buffer Usage Tracking

Guardium Monitor

Incident Management = My New Reports

HE @

Search
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Report Builder

Report Search Results

DB Predefined Users Sessions
DB Server List

DB Server Throughput

DB Server Throughput-Chart
DB Users Mapping List

DB2 Column Level Privs

DB2 DB Level Privs

DB2 for i S-TAP Status

DB2 i SQL activity

DB2 Index Level Privs

DB2 Package Level Privs

DB2 Priv Summary

DB2 Table Level Privs

DB2 z/0OS Database Privileges Granted To GRANTEE

DB2 z/OS Database Privileges Granted To GRANTEE With GRANT Option
DB2 z/OS Database Privileges Granted To PUBLIC

DB2 z/OS Database Resource Granted To GRANTEE

DB2 z/0OS Database Resource Granted To GRANTEE With GRANT Option
DB2 z/OS Database Resource Granted To PUBLIC

||“‘

DB2 for i S-TAP configuration

‘ New... H Clone H Modify H Delete H Roles.

Comments...

| Add to My New Reports |‘ ‘ Add to Pane...

Regenerate Portlet

‘ APl Assignment

Drilldown Control

Back
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Double click arow in the report to invoke API Options

IBM" InfoSphere™ Guardium®

‘M‘.-'NEWREIJDFB@ Standard Reports | Monttor/Audt || Discover || Assess/Harden || Comply || Protect || System View || Administration Console || Toolks || Daily Monitor | Guardium Monitor || Tap Monitor || Incident Management

DB2 for i 5-TAP cenfiguration
Start Date: 2012-08-25 20:58:35 End Dats: 2012-08-25 23:58:35

Build Queries and Reports
-Activity Report

DB2 for i S-TAP configuration | ~'ases:  OFF
Datasource SqlGuard o FILTER FILTER FILTER FILTER FILTER DLICR  FILTER FACIER Ay
Hame Timestam - USER JOB TCPIF TABLE PORT LR 1D e S
e HName S B e e . ACCTING APPLNAME PROGRAMID . USERID
; 2012-08-20
S|
svlisk 10:57:45.0 93017472 0
get_iztap_config
get_iztap_status
o o R e II' fodord o start_istap_monitor

stop_istap_monitor

update_istap_config

get_istap_config API Function

IBM" InfoSphere™ Guardium’
Report: DB2Z fori S-TAP configuration

Api Function: get_istap_config

datasourceName EsuliEk

*Required parameter

Log level: U|\ff

FParameter Encryption nof enabled - shared secref
not sef.

[ Generate script Invoke now

o

FILTER CLIENT FILTER
WRKSTNNAME RDB

Api Call Output get_istap_config

Standalone Unit

& @i o x

@

Start ConnectionTimeout Remote:

et sen Start Time

SYSTE = Start Job

Message:

QBATCH
WA
038571

2012-08-11

MIA &1 0 00:01:49.0

Call Outpurk

D=0

Server name: 9.30174.72

Filter user: null

Filter jok: null

Filter tcpip: null

Filter table: null

Filter port: O

Filter client accounting: null

Filter client application name: null
Filter client program name: null
Filter client user/group name: null
Filter client workstation name: null
Filter RDB: null

Filter system sql: ¥

Filter audit entry types: AD AF CACO DO GR OM OR OW PG PWRARD
R7ZZC 7R

Start user: MJA
connection_timeout_sec: 61
remote_messages: 0

Startjob: QBATCH MJA 039768
Starttime: 2012-08-23 11:51:37.738863

Close
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start_istap_monitor Api function

T R ———

IBM" InfoSphere™ Guardium® © 00:21 | Edit Account lay | Customize | Logoiit | Absut |

T Standalone Unit
|M}’NBW Reportz ¢® | Standard Reports || Monitor/Audit | Discover | Assess/Harden || Comply | Protect || System View || Administration Console || Tools || Daily Monitor | Guardium Monitor || Tap Moniter || Incident Management

Build Queries and Reports DB2 for i S-TAP configuration 28 i -0 x
-Activity Report Start Date: 2012-08-25 20:58:35 End Date: 2012-08-26 23:58:35 ]
DB2 for i S-TAP configuration | ~ases:  OFF
FILTER
Guard FILTER FILTER FILTER FILTER FILTER o =
Data SglGuard ALTER ALTER FILTER HLTER HLTER - — e i e e~ FILTER CLIENT FILTER AUDIT  Start ConnectionTimeout Remote
nam:oume e USER JOB TCPIP TABLE PORT i('g‘gm ::;mAHE ggg;mn ﬁ's‘ggg WRKSTNNAME RDB Slh EH::; User Sec o Mer:sggs SRR Sl
Al AF
CACO
DO GR
QBATCH
=viiSk $g152?:0.35_200 93017472 o Ay g:};gg MJA 81 o l.|JA: 531021_?42—101
. 033571
get_iztap_config PV RA
get_iztap_status ;g ;i
0/ sessss i1+ 0
stop_istap_monitor
update_istap_config
Api Call Output start_istap_monitor
Call Qutput
S-TAP Status Manitor 28 1 - o x
Aliases: OFF @
DB : Win Win :
S.TAP Host STAP Version  Server  Status -2StResponse Primary Host rpp ypp MSS npy ) 00a)  pipes Encrypted? Erewall
T Received Name Shm Installed
Type Shm e
SVLISK SVL.IBM.COM E‘ﬁfi"l;"“—s’ﬁp for Active ﬁgﬁpﬁfﬁ 9.30.174.72 Yes MNo No  NA  N/A No  UnencryptedNo
L — H = - -
) Q@ Records| 1 _Jto1of1 DO X | HS @ 7




Build Queries and Reports DB2 for i S-TAP configuration
-Activity Report Start Date: 2012-08-25 20:58:35 End Date: 2012-08-25 23:58:35

DB2 for | S-TAP configuration | 1858 OFF

Guard oy 7rp FILTER FILTER FILTER FiLTER DEIER  FILTER - FILTER FILTER

Datasource SolGuard

. Host CLIENT CLIENT  CLIENT CLIENT
lame Timestamp )., ~ USER JOB TCPIP TABLE PORT ' coqiyc aApplNAME PROGRAMID USERID
- 2012-08-20 .
svlisk Gordsg SA0A7AT2 0

get_istap_config

get_istap_status

0 o foconia lIl o e | start_istap_menitor

=top_istap_monitor

FILTER CLIENT FILTER
WRKSTHHAME RODB

Start ConnectionTimeout Remote

User Sec

WA 81

Start Job Start Time:

Messages
; ﬁJB_F"CH 2012-08-11
p3ae7q 0001480

Update_istap_config API

Report: IBM iSeries S-TAP configuration
Api Function: update_istap_caonfig

datasourceMame  svliSk-new
guardium_host [9.30.174.72
filter_user 'unchange
filter_job unchange
filter_tcpip unchange
filter_table |unchange updated from Invoke now
filter_port O
filter_client_acct |unchange
filter_client_appl unchange
filter_client_prog unchange
filter_client_user unchange
filter_client_wkstn unchange
filter_rdb | SVLISK
filter_system_sql |Y
filter_audit_entry_types AF CACO DO OMOR OW PG|
connection_timeout_sec |61

remote_messages 0

I start_monitor 1 I

*Required parameter
Loglevel: | O V,
Parameter Encryption not enabled - shared secref nof sel.

Generate script H Invoke now

When start_monitor is set 1 (default), the auditing process will
start (or restart) the DB2 i server after the configuration table is

© 2013 IBM Corporation
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My New Reports | Administration Console | System View || Tools | Daily Monitor =~ Guardium Monitor | Tap Monitor || Incident Management | Standard Reports | MonitorfAudit | Comply

Security Policies ¢* || Correlation Alerts | Incident Management

Data Access Policy Application

=

—
Create a new Create a new Policy
Baseline based on Baseline
e

Install Policy

I

Create a new Policy
with no Baseline

_J £
— gy =
Modify/clone a Modify a
Baseline Policy

]|

View Installed Policy

Q-

Currently Installed Policies

Installed Policy #1

Installed Policy DBZ i Log Full Details
Date Installed 8/24/13 7:53 PM
This is not a selective audit policy
Not logging to flat
Rules don't fire on flat
Installed Rules 2
Baseline records 0

[ Edit Installed Policy

\ View Details Report

Paolicy Violation Count

Start Date: 2013-08-23 20:32:48 End Date: 2013-08-24 20:32:48

-
"1) Policy builder oy Baseline builder

g.Gruup builder
(& Time Period builder

200
150

100

50

Data Access Policy Application

Policy Definition
Policy description DB2 i Log Full Details
Policy category .
Rules on flat
Selective audit trail [
Audit pattern

Roles

No roles have been assigned to this policy | Roles...

Back ]| Add Comments |||

Edit Rules... |

© 2013 IBM Corporation
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Data Access Policy Application

Policy Rules
& DB2 i Log Full Details

115 o [ — ] & &

®

| Expand Al

|| collapse Al

I

Select All

||

UnselectAll || DeleteSelected ||  Copy Rules ...

I Add Access Rule...

I I Add Exception Rule...

Rule Suggestion

Rule min. ct.

Suggest from DB

Object Group min. ct.

Back
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Access Rule Definition )
Rule #1 of policy DB2 i Log Full Details

Description Log Full Details

Category Classification Severity INFO W

E' Server IP ! and/or Group ———— - i!‘i
[T] client1p snd/or Group ————— v =
[ client MAC

Net Pricl. and/or Group ————————— - i%'i

DB Type e -

7] swe. Hame andior Group ——————— ¥ ;!i

|| DB Hame andlor Group ————— ¥
[7] pB User andior Group ————————— v 2 ALERT DAILY
Go s ALERT ONCE PER SESSION
|| Client 1P/Src App./DB User/Server IP/5vc. Name - i!‘i ALERT ONLY
[C] App. User andlor Group —————— v ALERT PER MATCH
[F] 08 user Lo P— ALERT PER TIME GRANULARITY
; ALLOW
ST S v e Do Not RECORD VALUES SEPARATELY
andior Group ¥ B[ Eyary IGNORE RESPOMSES PER SESSION
andior Group —————— - ‘!_* [] Every IGNORE S-TAP SESSION
= s == - IGNORE SESSION
|| Command andjor Group —————— ¥ afa [[] Every k IGNORE SQL PER SESSION
[*] objecticmd. Group ———— ¥ oo LOG FULL DETAILS
Epemm—— -a o T AL e sEssn
Patier (T LOG ONLY
XML Pattern MARK AS AUTO-COMMIT OFF
App Event Exists .1 Event Type Ewvent User Name wgi{;‘;g I‘EAUTO-COM'\I‘”T ON
App Event Values Text and/or Group —————————— ¥ i%i QUARANTINE
Numeric Date QUICK PARSE
QUICK PARSE NATIVE
Masking Pattern Replacement Character QUICK PARSE NO FIELDS
Time Period ——————— - & RECORD VALUES SEPARATELY ‘
Minimum Count 0 Reset Interval 0 minutes Trigger Once Per Session |_| S-GATE ATTACH ‘
S5-GATE DETACH
Guarantine for @ minutes Records Affected Threshold 0 Rec. Vals. '_7' Cont. to next rule Idﬂ S_CATE TERMINATE
Actions S-TAP TERMINATE
[ SKIP LOGGING
@ [# LOG FULL DETAILS
| Add Action
Back ] | Add Comments ] [ Save |
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Granular Access Pol

Icy

Rule 24 Description Terminate Connection @
Category Policy Classification |Vicltion Severity |[HGH
tot [] serverip i andior Groupl Praduction Servers vI.{i W h IC h Se rvers
lot D Client IP ! BN GHOLY | =-=me-mememememeeees w i‘!i
Hot D Client MAC Het. Protocol andiar Grayp | =---s-----------=---- v i{i

.
DB Type ¥ ot [ service lame ANIOF Graup | - v i Wh ICh Data ba ses
Hot |:| DB Hame BNEDE GrOLp | -=-wmmmmmmemmememees v i{i
Hot D DB User andfor Grou v i'!i

.

Hot D App. User andior GFUUFI Cracle EBS Applser Group I b .r!i. W h IC h U Se rS
Hot [] 05 User snelor Grou Unauthorized 05 Users v [
ot [] Sre App. AnCliar Graug | -----s----seereeeeeees v| &

.o .o
Mot [] Field Hame andlor Grouy| Senstive Coluns % gy | Which Fields
ot [] Object andior Gr0u;l_,’_l"inﬁ'miﬁII Ohjects ¥ i W h IC h Ta b I es
ot ) Commnd oo QOO Comnets | vJh Which SQL Commands

Min. Ct. |0

Reset Interval (minutes) |0

Continue to next Rule [ |  Rec. Vals. [ ]

Action | 5-GATE TERMNATE

63
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Access Rule Definition
Rule #2 of policy DB2 i Log Full Details

Description Alert on Delete/U pdate

Category Classification Severity HIGH W
Server IP and/or Group b .!—.
|| Client IP 1 and/cr Group h .—'—.
7] client mac
Net Pricl. and/or Group w i"i
OB Type o
7] swe. Name end/or Group b ;!i.
OB Mame and/or Group - i%i
[CfDB User LARKINB Isnl:i-:n Group v B
Client IP/Src App./DB User/Server IP/5wvc. Name »; .—!—.
App. User and/cr Group il .E—.
05 User and/or Group b i'!i
Sre App. and/or Group il ili
Field end/or Group w i‘!‘i |_| Ewvery

Object and/or Group
Command fercior Group (Public) DB2I Delete/Updats | -
ObjectiCmd. Group —M8M— ¥ .—!—i
ObjectiField Group - B
Pattern @
XML Fattern =)
App Event Exists [ Ewent Type Ewvent User Name
App Event Values Text and/or Group ———— ¥ -‘!‘i
Humeric Date
Masking Pattern @ Replacement Character ~
Time Period a2

0

Minimum Count

GQuarantine for 0 minutes Records Affected Threshold 0 Rec. Vals. |
Actions
@ + ALERT PER MATCH
Back | |

Reset Interval 0

minutes Trigger Once Per Session

¥ [ Every

Cont. to next rule | _

[ AddAction

Add Comments | |

Save |

64

IBM® InfoSphere™ Guardium®

Manage Members for Selected Group
Group Name DBZi Delete/Update

Group Type COMMANDS

Category

e Q&

Group Members

- | Modify Group Type |
| Modify Category |

DELETE
UPDATE

© 2013 IBM Corporation
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Securnity Policies & || Comelation Alerts || Incident Management

Diata Access Policy Application

E| Server IP ! andfor Group P — -
[T] clientip ] P o c o —
[] client MAC

Net Pricl. andlor Group | ————-—— =] B

DB Type |———————
D Swe. Name andior (_;aroup --------

Actions

3 [ [ = Add Mew Action

Action ALEAT PER MATCH =]
Meszage Template | Default El
Nofification

Notification Type |
Alert Receiver

S
SNMP

CUSTM

My New Reports || Administration Console | System View || Tools || Daily Monitor | Guardium Monitor || Tap Monitor || Incident Management

|:| B Name andiar Group
[[] pBUser LaRKINE and/or Sroup | ——m-—- - Iz[ -
[] client IP/Src App./IDB User/Server IPiSve. Name |- L5 EI 7
I:! App. User andior Group | —-—-— —. = EI i'!i
D 05 User andior Group | -——————— = El ‘E‘
D Src App. and/or Group = El i‘!‘i
D Field andior Group - E‘ i{‘i D Every
D Object andiar Group- -------------- = El i!i E| Every
Ei Command andior Group | {Public) DBZi Delete/Updaie El' i"t |j Every
E: Object/Cmd. Group | - -—El *—'i
[7] ObjectField Group | ——————— =l &
Pattern :
XML Pattern
App Event Exists D Event Type " Event User Name
App Event Values Text andior Group [~ EI .
Numeric Date
Masking Pattern @ Replacement Character *
Time Period | ————— El ﬂ\_)
Minimum Count 0 Reset Interval 0 minutss Trigger Once Per Session I_—|
Quarantine for 0 minutes Records Affected Threshold O Rec. Vals. I—il Cont to next rule D

65
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Policy Rules
& DB2 i Log Full Details

Fiter: ————— ¥

XA

3]

| Expand Al ][ colapseal || Select Al I

Unselect All

Delete Selected ||

Copy Rules ...

)

w1 el 3 [F1 Access Rule: Log Full Details (Installed)
w1 1) & @ 2Access Rule: Alert on Deleteilipdate (Installed)

Add Access Rule... | | Add Exception Rule. .. Rule Suggestion

Rule min. ct.

Object Group min. ct.

Back

| Suggest from DB

66
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Incident Management

I Security Policies a-’|= Correlation Alerts

Data Access Policy Application

=

4 ) e

i * =T —,
= ~
Create a new Policy Install

Create a new

Baseline based on Baseline

gl

— 'I
—_— [ ]

2
Create a new Policy
with no Baseline

SN
¥

4 0
Moc!ify/clone a Modify a
Baseline Policy

Policy Installer

Allow-All

Basel |

Capture and Replay - DB2-to-DB2
Capture and Replay - Heterogeneous
Data Privacy

Data Privacy - Pll

DEB2 i Log Full Details

Default - Ignore Data Activity for Unknown Connections
Default Sharepoint Auditing

Hadoop Policy

HIFAA

log full det

PCI

PCI, Oracle EBS

PCI, SAP

Privileged Users Monitoring (black list)

m

|~ Select an installation action — [ | Add Comments

| - Select an installation action —
LU nstall & ide

@@ p( Install before policy:log full det
Install last

eduled for execution.

| Modity Schedule. . | | Run Once Now

e

View Installed Policy S B

[
]
X

Currently Installed Policies
Installed Policy #1

Installed Policy DB2 i Log Full Details
Date Installed 8/24/13 7:53 PM
This is not a selective audit policy
Not logging to flat
Rules don't fire on flat
Installed Rules 2
Baseline records 0

Edit Installed Policy |

[ View Details Report |

Are you sure you want to install this policy and apply it to all
Inspection Engines?

0K 4 | Cancel

© 2013 IBM Corporation




My New Reports || Administration Console | System View || Tools | Daily Monitor | Guardium Monitor | Tap Menitor || Incident Management ¢} Standard Reports || MonitorfAudit | Comply | Protect
Policy Violations / Incident Management

Start Date: 2013-08-25 11:43:46 End Date: 2013-08-26 14:43:46
Aliases:  OFF

V’ lation Log ld Timestamp Category Name Access Rule Description Client [P Server IP DB User Name Full SQL String everi escription | oumn
2013-08-25 14:42:08.0 Alert on Delete/Update  9.56.49.1859.5.50.69 LARKINB DELETE FROM EMPSAL WHERE EMPNO = 7 HIGH (1] i
2013-08-25 14:39:28.0 Alert on Delete/Update  9.56.49.1859.5.50.69 LARKING UPDATE EMPSAL SET SALARY = ? WHERE EMPNO = 7HIGH 0 1
monmm [T 1020200 X HE E &R

INSERT into EMPSAL values (‘11111’,’'White’,95000)
INSERT into EMPSAL values (‘22222’,'Jones,82000)
INSERT into EMPSAL values (‘33333’,’Smith’,77000)
UPDATE EMPSAL set salary = 85000 where empno = ‘33333’

DELETE from EMPSAL where empno = ‘33333’
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DB2 | Reports
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Session Id DB User Name SQL Verb Object Name Full Sgl
R e po r’[| N g 16091 JOE SELECT creditcard select name,cardid from creditcard

Query builder for reports

- S e oy fish &- construct Examples without Fields ®
T R e ad O n Iy T | Client/Server 18in Entiy: Field SQL Value " aodcount ™ Ada Distinct [T Sort by count

N I server IPiServer Port JEE Query Fields

- .
( Hardened Repository ) s o - e o o
1 | hccess Period 1 ClieniSenver DB User Neme. Valve ¥ i
(no direct access) oy - el v
Jruiso 3

Returned Bruss

) Timestamo

Data ) Response Time

# Records Affected

2 Retumed Date
TAXS F)| SQL 1D
Object Object Nem

TAXS nstance [D
V| sucreesed 0 Field Fild Name
# Records Affected (Desc)

9056 Acoees Fule Desaription

# Retumed Data Count
SQ L COI um nS/FIe I dS # AvioCommit YO Addition mode: & Ao © o [~ HAVING Query Conditions

FULL QL

5§ saL

Sessions Commands  Exceptions

soL Construct Id

Instance Id

SQL Verb

8

7 Acces Period
B Command
9

I T R T o BE T AT Ton I 1

ObJeCtS # A Response Time . Agg. Attribute Operator Runtime Param.
I M3 gtoment Type ] weRe RS i Fia s [Famciery]  [ulsale
I I ] v [ Ao Session — Sesson 1d LKE Parameter ¥|  [GessioniDLise o
I @ Originl Timezone [~ an0 Session i Acoess ld LIKE ,m |AccessiDLike O
L I I y |_IFULL $0L Values [ Ao FULLSOL i Instance 10 LIKE Pameter v]  [netencelllie  [§
h - | Application Events o aw saL s Construct 4 LKE [Fammeer | [conouiiie  [§
777 | App User lame - a0 ClientSarver it Client P LIKE [Pummsters]  [oitPlie  [§
- [Xﬁiii??iii ::M [~ a0 ClientServer o Sener IP LIKE W IWH
Jﬁfﬂ:ommnd [T Ao ClientSenver e Networt Protocs| LKE [Pammets]  [etPooiic [
1 join M a0 ClienyServer e DB User Name LKE [Pammers]  [oBbsetie [
. . | Field
Logged In repOSItOry || ObiectlField
|| Qualified Object

|| Field S0L Value

DB2 for i message forwarded from the Audit
Server...

™ 19 August 2013 IBM InfoSphere Guardium Tech Talk © 2013 IBM Corporation
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71

Custom Reporting

Track %ata access

i\l B

Track exceptions

L

.

—

»

’\\

N
7

Track policy violatioﬁé

N

5| oy
Track sent alerts 4

g
=1

LNy 7
Track rogue connections

Define how information'l
should be presented

Place report i
on portal page

oft Access tracking builder
g\ Exceptions tracking builder
&8 Policy violations tracking builder
g Flat Log tracking builder
g Alert tracking builder
7' Rogue connections tracking builder

i Audit Process tracking builder
B\ Group tracking builder
& Comment tracking builder

) Custom domain builder

Gy Custom table builder
&4 Custom query builder

@ Rreport builder

& Group builder
W Alias builder
() Time period builder
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Custom Reporting

New Query - Overall Details ®
Query Name Activity Report
Main Entity | SQL =]

Back || Next |

Custom Reporting

New Query - Overall Details @
Query Name Activity Report

Main Entity | -- Select an Entity -- bt

— Select an Entity —
Client/Server By Session
Client/Server
Session
Server IP/Server Port
Application Events
Changad Data Value
App User Name
FULL SQL Values
FULL SQL
Access Period
Command
Ohbject
Object/Command
Join
Object/Field
Qualified Object
Field
Field SQL Value
Session Start
Session End

72
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Access Tracking LB i - O x

e
Entity List » JActivity Report @
__Iclient/Server (| 1ain Entity: SQL [7l add count [l Agd Distinct ! Sort by count

Query Fields
Seq. Entity Attribute Field Mode Order-by Sort Rank Descend

| session

| server IP/Server
Port

I Application
Events

_lchanged Data
Value

| App User Name

__IFULL saL
Values

IFULL saL
—IsaL

| Access Period {
@ m I):] Addition mode: @ AND ) OR [[] HAVING Query Conditions

=~ =
Command Entity Agag. Attribute Operator Runtime Param. |

m

13

] Object

| Objecticommand

I Join

| object/Field
ualified Object

I Field

_IField SQL Value

m

[ Delete ]| Clone ]| Roles... ]| Save || Back |

Data Mart ] I Generate Tabular ] [ Regenerate ‘ I Add to Pane... | | Add to My New Reports ]

73 © 2013 IBM Corporation



Information Management — InfoSphere Guardium

]|

__Iserver IPIServer xE @
Port

| Seq. Entity Attribute
__lsession

N Access Period

TRXS session Id

m

TAXS |nstance Id
TAXS ¢ onstruct Id

I-‘ﬁj Total access

':;‘_:} Period Start
‘-fi:ﬁ Period Start Date

3 Period Start Time (3) ()(2) Addition mode: @ AND

) OR [] HAVING
2 Timestamp Entity

Agg. Attribute

4 Add Condition

22 Timestamp
WeekDay

T

Timestamp Year

2 period End

‘-fi:ﬁ Period End Date

37 Period End Time
&? Application User

A -

EnityList ~ “ & .Activity Report @
__Iclient/Server Main Entity: SQL

[l Add Count [ Add Distinct

Sort by count RunIn Two Stages
Query Fields

Order-by Sort Rank Descend

Query Conditions

Operator Runtime Param.

Data Mart |[ Generate Tabular |[

[ Delete H Clone ” Roles... “ Save H Back ]

|| AddtoPane. ||

Add to My New Reporis |
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Entity List -8 -Activity Report @

__Iclient/Server

I server IP/Server
Port

__lsession
A Access Period
TAXS gession Id

TAXS |nstance Id

TAXS Construct Id

Total access

Period Start

Period Start Date
2 Period Start

Weekday
'*J Period Start Time

< Timestamp

55;__. Timestamp
WeekDay

4J Timestamp Year
Period End

Period End Date

=i Period End
Weekday

&9 Period End Time

Main Entity: SQL
xE =3
Seq. Entity Attribute

[l Add Count 2] Add Distinct Sort by count Run In Two Stages

Query Fields
Field Mode Order-by Sort Rank Descend

|l 1 Access Period Timestamp

Value - | 1 @

m

() () (3) Addition mode: © AND & OR [] HAVING
Entity Agg. Attribute

Query Conditions
Operator Runtime Param.

[ Delete “ Clone H Roles... H Save H Back I

Data Mart || Generate Tabular ||

Regenerate | AddtoPare.. I Add to My New Reports |
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Entity List 8 -Activity Report @
__Iclient/Server Main Entity: SQL [Tl Add Count [l Add Distinct Sort by count Run In Two Stages
I server x) @ @ Query Fields
IP/Server Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
) session B 1 Access Period Timestamp Value - @ 1 2]

—J Access Period E 2 Client/Server Client IP Value v Fl
LlsaL _ . .

1 3 Access Period DB2 iz Database Value = [l
_JFuULL saL , _ ,

| 4 Access Period DB2 ifz Program Value = A
~JFULL saL :
Values [l 5 Access Period DB2 i Current User Value = B
= Changed Data E 6 Client/Server Source Program Value - |
Value

[F T FULL SGL Full Sgl Value - [m
—l Application
Events = 8 Session Client Port Value - =
— App User () (0(3) Addition mode: @ AND = OR [ HAVING Query Conditions
Name Entity Agg. Attribute Operator Runtime Param.
_lcommand
lobject
[ Object/Command
_J1Join
—IField
_l objectField
—J Qualified
Object
—IField sQL
Value
4| m [ »

[ Delete H Clone ] I Roles... || Save H Back |
[ Data Mart ] I Generate Tabular ] I Regenerate | [ Add to Pane. . | [ Add to My New Reports ‘
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Affected (Desc

dese: Arcess Rule
Description

# Returned Data
Count

# Auto-Commit

# Ack Response
Time

TAXS Siatement
Type

I5l Bind Variables
Values

&2 original
Timezone

7

Attribute

Timestamp

Client IP

DB2 ¥z Database
DB2 ifz Program
DB2 i Current User
Source Program
Full Sql

Client Port

Attribute

Entity List ~ ~ 8 -Activity Report
_Iclient/Server Main Entity: SQL
_Iserver x)
IP/Server Port Seq. Entity
—]m L il 1 Access Period
_—Access Period F 2 Client/Server
—
S0 1l 3 Access Period
JFULL saL _
[l 4 Access Period
EH Full sq
Add Field = E 5 Access Period
Add Condition [F [ Client/Server
# RECHis E T FULL SQL
Affected =] 38 Session
@ Returned Data
TAXS £ SQLID
TRXES |netance ID
¥] Succeeded (3J(0)(2) Addition mode: @ AND ) OR [ HAVING
# Records Entity Agg.

[ Add Count

Query Fields
Field Mode

Value
Value
Value
Value
Value
Value
Value

Value

Query Conditions

Operator

[l Add Distinct

-

-

-

Order-by

|

Runtime Param.

Sort by count

@

Run In Two Stages

Descend

=
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Entity List b= g-Activity Report @
__lclient/server Main Entity: SQL [7 add Count [T Add Distinct [ Sort by count [ | Run In Two Stages
_Iserver ipiserver| | (X B B Query Fields
Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
— session i | 1 Access Period Timestamp Value - il 1 ™
— Access Peried F 2 Client/Server Client IP Value 7
] =
Jﬂl_' ™ 3 Access Period DB2 ifz Database Value « F

FULL SQL Tl e
[ 4 Access Period DB2 ifz Program Value - =
B Full sal : ;
T M 5 Access Period DBZ i Current User Value « |
%) Timestamp
& Response Time [m 6 Client/Server Source Program Value - ]
D .
# Records Aflected ] 7 FULLSQL Full Sgl Value ¥ B
£ Returned Data @ §  FULLSQL Bind Variables Values Value [l
TRXS Fyll SQL D = SR : T ] -
o N (0] Addition mode: @ AND ) OR [ HAVING Query Conditions

Instenze L Entity Agg. Attribute Operator Runtime Param.

+| Succeeded =
O] WHERE FULL 5QL e Full Sql s v
# Records Affected
(Desc)
desc: Access Rule
Description
# Retumed Data
Count
# Auto-Commit
# Ack Response
Time
TAXS Statement Type
|5l Bind Variables |
Valbwoe
4 | 1 | p
| Deete || cione || Roles.. || sae || Back |
Data Mart || Generate Tabular ||  Regenerale || AddtoPane. || Add fo My New Reports |
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79

Entity List = g -Activity Report @
__lclient/server Main Entity: SQL [ Add count [T Add Distinct Sort by count Run In Two Stages
I server IP/Server @ E®= Query Fields ‘
Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
I session = ] 1 Access Period Timestamp Value * 2 1 7]

— Access Period I 2 Client/Server Client 1P Value ~ l |
1 _ _
JEI—' 1 3 Access Period DB2 i/z Database Value =
FULL SQL =
| 4 Access Period DB2 ifz Program Value = /A |
£ Full sgl
P i A Access Period DB2 i Current User Value + F
2 Timestamp
&) Response Time [F 6 Client/Semver Source Program Value [F |
# Records Affacted [ 7 FULLSQL Full Sql Value ¥ ]
) Returned Data 1 8§  FULLSsaL Bind Variables Values Valug E
TAXS £yl SQL D = 2 B g T St =
7AXS (2 (00) Addition mode: ® AND ) OR [[] HAVING Query Conditions
S Entity Agg. Attribute Operator Runtime Param.
+| Succeeded et
[Tl WHERE FULL SQL e Full Sgt |
# Records Afected 0 — =
(Desc) <
@83¢: Access Rule =
Description =
# Returned Data -
Count e
Y ; IN ALIASES GROUP
# futo-Commi IN DYNAMIC ALIASES GROUP
# Ack Response [N DYNAMIC GROUP
Time IN GROUP
IS NOT NULL
TRES

Statement Type 1S NULL
| Bind Variables = LIKE
MoAlume LIKE GROUP
€[ i | ¥ NOT IN ALIASES GROUP

NOT IN DYNAMIC ALIASES GROUP
NOT IN DYNAMIC GROUP bne || Roles.. || Save || Back |
— RNOT IN GROUP —
Data Mart || Generate Tabular | l [ Add to My New Reports |
NOT LIKE GROUP
NOT REGEXP
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EntityList - &-Activity Report @
__lclientrserver Main Entity: SQL [ Add count [T Add Distinet || Sort by count Run In Two Stages
_Iserver IPiserver | | (X & B Query Fields
Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
—Isession il = 1 Access Period Timestamp Value ~ ® 1 |
—Access Period B 2 Client/Senver Client 1P Value + B
. = pee
JEI_' ] 3 Access Period DB2 i/z Database Value « il

FULL SQL = =

[Fl 4 Access Period DB2 i’z Program Value - [l

EH Full Sal
ey E 5 Access Period DB2 i Current User Value * ]
) Timestamp

1 - (] 6 Client/Semver Source Program Value - [F

Response Time

# Records Affected =] T FULL SQL Full Sql Valug + ::
EEH Returned Data 0 8  FULL saL Bind Variables Values Value w [l
7AX3 Full SQLID = B T . TR —— .
_— o (0 () Addition mode: @ AND ©) OR [[] HAVING Query Conditions

lnstance U Entity Agg. Attribute Operator Runtime Param.

| Succeeded _

Il WHERE FULLSQL — Full Sqgl NOT LIKE - Value
# Records Affected
(Desc) Parameter
des¢: Access Rule | Attribute
Description
# Retumed Data
Count

# Auto-Commit

# Ack Response
Time

TRXS Siatement Type

E| Bind Variables
‘Jﬂ!'.'_"!':‘.. -
4 {11} }

| Delete || Clone |[ Roles... H Save || Back |

Data Mart ] [ Generate Tabular | | Regenerate |I Add to Pane. .. “ Add to My New Reporis |
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Entity List g -Activity Report ®
__lclient/Server Main Entity: SQL [ add count [l Add Distinct Sort by count Run In Two Stages
_lserver IPiserver x & Query Fields
Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
_‘]m ] 1 Access Period Timestamp Value ¥ @ 1 ]
—JAccess Period Fl 2 Client/Server Client IP Value ~
L]

sqL il 3 Access Period DB2 iz Database Value = [l

—JFuULL saL - _ . :

[F 4 Access Period DB2 ifz Program Value [F
—JFULL saL values -

] 5 Access Period DB2 i Current User Value = E]
—Ichanged Data
Value [ 6 Client/Server Source Program Value - [
I Application B 7 FULLSQL Full Sql Value ~ &
Events e

[ 3 FULL SaL Bind Variables Values Value « [
—lApp User Name
—lcommand (30 (03] Addition mode: @ AND ) OR [C] HAVING Query Conditions
—lobject Entity Agg. Attribute Operator Runtime Param.
] Object/‘Command 1 WHERE FULL SQL e Full Sql NOT LIKE Value * Y% GuardAppEvent% I:f
1 Join
—IField
—lobject/Field
-l Qualified Object
—IField salL value

| Delete | [ Clone ] | Roles... | | Save | | Back |
Data Mart ‘ I Generate Tabular | | Regenerate H Add to Pane. .. || Add to My New Reports |
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Entity List
_Aclient/Server

_ @ -Activity Report
Main Entity: SQL

TAXS Accessid @ &l =

& Timestamp Seq. Entity

&) Timestamp B 1 Access Period
[.).?te [T 2 Client/Server
2 Timestamp

Time = = 3 Access Period
'f‘ Timestamp [ 4  Access Period
WeekDay

T El 5 Access Period
= Timestamp

Year 1 6 Client/Server
¥ Server Type B 7 FULL SQL

123 Client | =] 8 Session

31 Server IP

'E Metwork
Praotocaol

: () (0)()) Addition mode: @ AND

%!}, DB Protocol

Entity Agg.
| g O
<> DB Protocol [ WHERE FULLSQL —
Version
é?. DB User Name 1 AND Client/Server ——
@ Source
Program

TAXS Cliant MAC

"hostX¥" Client Host
Mame

svel Service Name
gﬁo Server OS5
B, client 0S

é.p OS5 User

‘hosti’ Server
Unot hlanan

4 | m P

Attribute

Timestamp

Client IP

DB2 ifz Database
DB2 ifz Program
DB2 i Current User

Source Program

Full Sql
Client Port
OR [7| HAVING
Attribute
Full Sgl NOT LIKE
Client IP LIKE

[ Add Count [ Add Distinct

Query Fields

Field Mode Order-by

Value - El

Value - =

Value - [
Value - =
Value -
Value - [

Value ~ I

Value = [

Query Conditions
Operator Runtime Param.

hd Value hd

Attribute

Sort by count

Sort Rank

1

Run In Two Stages

Descend

%GuardAppEvent%

82
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Entity List
_Aclient/Server

TAXS Access|d

@ Timestamp

4 Timestamp

Date

Ti Timestamp
e

&2 Timestamp
WeekDay

Timestamp

&
Year
% Server Type
123 client P

32l Server IP

@9:' Network

Protocol
]
.3 DB Protocol

Hj;r DB Protocol
Version

E?_ DB User Name

;‘5’,-53 Source

Program
TAXS Cliant MAC

"host®" Client Host
Name

svel Service Name
g}o Server O3S
B3, Glient 0s

&9 0S User

'host®" Serve
Linrt Klonan ]

4 | T | 3

* g-Activity Report
Main Entity: SQL

x @@
Seq. Entity

[ 1 Access Period

i 2 Client/Server
= | 3 Access Period

[ - Access Period

[ 5 Access Period

i 6 Client/Server

1l 7 FULL SQL

[F 8 Session

(X)(0()) Addition mode: ® AND ©

Entity Agg.
[ WHERE FULLSQL  —

[ AMD Client/Server ——

Attribute

Timestamp

Client IP

DB2 ifz Database
DB2 i/z Program
DB2 i Current User
Source Program
Full Sql

Client Port

OR [ HAVING
Attribute
Full Sql

Client IP LIKE

NOT LIKE

@
[ Add Count [ Add Distinct Sort by count Run In Two Stages
Query Fields
Field Mode Order-by Sort Rank Descend
Value ~ = 1 =
Value - H
Value - &
Value - m
Value - [
Value - [l
Value - [
Value = B
Query Conditions
Operator Runtime Param.
Value *  %GuardAppEvent%

Parameter ~  ClientlP
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Entity List g -Activity Report @

Iciient/Server Main Entity: SQL [Tl Add Count [l Add Distinct Sort by count Run In Two Stages
__Iserver IPIServer X @@ Query Fields
Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
—Jm & 1 Access Period Timestamp Value = @ 1 Il
—J Access Period B 2 Client/Server Client IP Value ~ El
_JIsaL : . =

[ 3 Access Period DB2 ifz Database Value = [l
—JFULL saL - _ . i

| - Access Period DB2 i/z Program Value - [l
~JFULL saL
Values ] 5 Access Period DB2 i Current User Value 1]
= Changed Data | 6 Client/Server Source Program Value Gl
Value

m 7 FULL SQL Full Sql Value [
— Application
Events [ 8 Session Client Port Value ~ =
—JAQQ User Name
1= |

COmmMEHL (X)(0)()) Addition mode: © AND © OR ] HAVING Query Conditions
_JM Entity Agg. Attribute Operator Runtime Param.
1 ObjectiCommand [l WHERE FULLSQL —— Full Sql NOT LIKE Value - %GuardAppEvent% [_f
—JM ]l AND Client/Server ——— Client IP LIKE Parameter = ClientlP Ef
'_lm 1 AND Access Period —_— DB2 i/z Database LIKE Parameter « DBZ2iDatabase [:f
—l object/Field :
e [T AND Client/Server — DB User Name LIKE Parameter = DBUserMame Ef
—lQualified Object
—IField QL Value
| Delete | | Clone H Roles... II Save || Back |

[ Data Mart } Generate Tabular J Regenerate I Add to Pane._ I I Add to My New ﬁepon:s I
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My New Reports ¢* | Administration Console System View | Tools || Daily Monitor || Guardium Monitor | Tap Monitor = Incident Management | Standard Reports

Build Queries and Reports -Activity Report

-Activity Report Start Date: 2013-08-22 14:54:57 End Date: 2013-08-24 14:54:57
: : Aliases: OFF ClientlP: LIKE

DB2 for1 S-TAP configuration | ypoin tabase: LIKE DBUserName: LIKE

Command Tracking

Timestamp Client IP DB2 i/lz Database DB2 ilz Program DB2 i Current User Source Program Full Sgl Client Port
No data found

) @ Records[ 1 _Jto0of0 DD " HS A &

-Activity Report

Start Date: 2013-08-22 14:54:57 End Date: 2013-08-24 14:54:57
Aliases: OFF ClientlP: LIKE

DB2ZiDatabase: LIKE DBUserName: LIKE

Timestamp Client IP DB2 i/z Database DB2 iz Program DB2 i Current User Source Program Full Sgl Client Port
No data found

) @ Records[_Jto0ofo DO X " | H2 A v &
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IBM" InfoSphere™ Guardium®

Customize Portlet

Report: =Activity Report Based on Query: -Activity Report &

Title -Activity Report

Run Time Parameters

ClientlP LIKE
Enter Value for Client I[P

DB2iDatabase LIKE
Enter Value for DB2 i/z Database

DBUserMame LIKE
Enter Value for DB User Name

QUERY_FROM_DATE == NOW -1 DAY E 3]
Enter Period From

QUERY_TO _DATE == NOW E‘] E]
Enter Period To

REMOTE_SOURCE | none —
Remote Data Source

SHOW_ALIASES @ On @ Off @ Default
Show Aliases

Presentation Parameters

fechsize 0 [5]

Max. records per page

refreshRate
Refresh rate (seconds)

]

[ Update | | cancel
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IBM® InfoSphere™ Guardium’

| Customize Portlet
Report: -Activity Report Based on Query: =Activity Report &
I Title -Activity Report

| Run Time Parameters

ClientlP LIKE %
| Enter Value for Client IP

DB2iDatabase LIKE %
Enter Value for DB2 ifz Database

| DBUserName LIKE %

Enter Value for DB User Name

QUERY FROM DATE == NOW -1 DAY T
| Enter Period From

QUERY_TO_DATE <= NOwW =
| Enter Period To
| REMOTE_SOURCE

Remote Data Source
| SHOW ALIASES © On @ OF @ Default

Show Aliases

| Presentation Parameters

fetchSize 20 [»]

Max. records per page

| refreshRate 0
Refresh rate (seconds)

| Update | | Cancel |
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_Activity Report
Start Date:  2013-08-27 12:46:24 End Date:  2013-08-28 12:46:24
Aliases: OFF ClientlP: LIKE %
DB2iDatabase: LIKE % DBUserName: LIKE %
. DB2ilz . bBzi . )
Timestamp Client IP Database DE2 i/z Program lc;e—":m Source Program Eull 5ql Bind Variables Values
331135?182; 30,09-10-111.49LP13UT16QSYS/QCMD MJA MJA/QPADEVOOOD ~ CA - Authority change MJATST QTNNTX *PGM
351132:282‘:30_09_ 10.111.49LP13UT16QSYS/QCMD MJA MJA/QPADEVOOOD  CA - Authority change MJATST QTNNTX *PGM
32113;}182;_ 40,0910.111.49LP13UT16QSYS/QCMD MJA MJA/QPADEVOOOD  CA - Authority change MJATST QTNNTX *PGM
331135282‘__30_09.10_111_49 LP13UT16QSYS/QCMD MJA MJA/QPADEVOOOD  CA - Authority change MJATST QTNNTX *PGM
33113;}152;30_09.10.111.49LP1SUT1GQSYS.@ZDASO|N|T MJA QUSER/QZDASOINIT  CA - Authority change QSYS2 QSQPDTBL *FILE
§g1132‘f}182,‘__ﬂ_09.5.37.48 LPOBUTI6QSYS/QSSUTIL  QSRVAGT QSRVAGT/QSIPALMONINSERT INTO QSRVAGT / QASIAUDLOG ( LOGDATA ) VALUES (- H ) "13/08/28 12:10:45 QSIPALMON: running
351132‘9‘82‘:1?_09.5.3?.48 LPOBUTI6QSYS/QSOUTIL  QSRVAGT  QSRVAGT/QSIPALMONINSERT INTO QSRVAGT / QASSAUDLOG ( LOGDATA ) VALUES (- H) '13/08/28 12:10:45 QSIPALMON: ready for cycle
2o 6909.10.111.49LP13UT16QTCPIQTMFSRVR  MJA QTCP/QTFTPO0044  CA - Authority change QRECOVERY QDBRG27147°FILE
2 59 0210.111.43LP13UTIEQTCPIQTMFSRVR  MJA QTCP/QTFTPO0044  CA - Authority change QRECOVERY QDBRG27147*FILE
321132'280'__ 500127001 LPOGUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
321132::01%:59_012?.0_0.1 LPOSUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
o 500127001 LPOSUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
521132:?1%: 590127001 LPOBUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
331132‘:“180‘__59_[]12?.0_0.1 LPOBUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
33113;}1%:59_012?.0_0.1 LPOBUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
T e 590127001 LPOSUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
gg%ﬁ%‘: 0127001 LPOBUT1S/ QSECOFR QUSER/QSQSRVR  COMMIT
3311352%__ 590127001 LPOBUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
331132:2%:59_012?.5_0.1 LPOSUT16/ QSECOFR QUSER/QSQSRVR  COMMIT
33113;:01%__59_012?.0_0.1 LPOSUT16/ QSECOFR QUSER/QSQSRVR  COMMIT

Q (qReoords T _|to20 ofaaorp O dhH3sABrdod
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: My New Reporis ¢* | Administration Console | System View | Tools | Daily Monitor | Guardium Monitor | Tap Monitor || Incident Management | Standard Reports | Monitor/Audit

Build Queries and Reporis

-Activity Report

DB2 for | S-TAP configuration

Command Tracking

Custom Reporting

Track data access

v
Track exceptions

- I

.

W

e —

J—

Track policy violatioﬁ/s

lV

h\

Track sent alerts

M,

6. B
Track rogue connections

Define how information
should be presented

Place report
on portal page

ot Access tracking builder @ Report builder

@\ Exceptions tracking builder

&8 Policy violations tracking builder
@ Flat Log tracking builder
g Alert tracking builder

7' Rogue connections tracking builder

i Audit Process tracking builder
o Group tracking builder
@ Comment tracking builder

&) Custom domain builder

Cy Custom table builder
&Y Custom query builder

A Group builder
W Alias builder
() Time period builder

Comply

Protect

89
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Iy New Reports | Administration Console

System View ‘TONS Ved ‘ Daily Monitor | Guardium Monitor || Tap Monitor || Incident Management | Standard Reports || Monitor/Audit | Comply | Protect

Config & Control Exceptions Tracking
Report Buildin
P 2 New Query - Overall Details @
i PO"':Y_ Tackng Query Name Exceptions Report
Access Tracking - : :
Aggregation/Archive Tracking Main Entity | — Select an Entity —
. — Select an Entity —
Alert Tracking Client/Sarver
Application Tracking Session
Audit Process Tracking ﬁ ception T“e
Auto-discovery Tracking E tﬂb Error Text

CAS Changes Tracking

CAS Config Tracking

CAS Host History Tracking
CAS Templates Tracking
Classifier Results Tracking
Comments Tracking

Custom DB Usage Tracking
Custom Domain Builder
Custom Query Builder
Custom Table Builder

Data Maris

DB Default Users Enabled Tracking
Discovered Instance Tracking
Exceptions Tracking

Flat Log Tracking

GIM Events Tracking

Group Tracking

Guardium Activity Tracking
Guardium Login Tracking
Installed Policy Tracking
Policy Violations Summary Tracking
Policy Violations Tracking
Replay Results Tracking
Report Builder

90
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My New Reporis || Administration Console | System View || Tools ¢

Config & Control
Report Building

Access Policy Tracking
Access Tracking
Aggregation/Archive Tracking
Alert Tracking

Application Tracking

Audit Process Tracking
Auto-discovery Tracking

CAS Changes Tracking

CAS Config Tracking

CAS Host History Tracking
CAS Templates Tracking
Classifier Results Tracking
Comments Tracking

Custom DB Usage Tracking
Custom Domain Builder
Custom Query Builder
Custom Table Builder

Data Marts

DB Default Users Enabled Tracking
Discovered Instance Tracking
Exceptions Tracking

Flat Log Tracking

GIM Events Tracking

Group Tracking

Guardium Activity Tracking
Guardium Login Tracking
Installed Palicy Tracking
Policy Violations Summary Tracking
Palicy Violations Tracking
Replay Results Tracking
Report Builder

Rogue Connections Tracking
Security Assessment Result Tracking
Sniffer Buffer Usage Tracking
Stap Statistics Tracking
STAP/Z Files Tracking

Unit Utilization Levels Tracking
User/Role/Application Tracking

Exceptions Tracking

|| Daily Monitor || Guardium Monitor

Entity List
I client/Server
I session

I Exception Type

I Database Error
Text

_J Exception
TAXS Excoption ID
&N Exception Type ID

= Exception
WeekDay

‘_{’ Exception Year
123 source Address
f‘ Source Port

321 Destination
Address

r‘: Destination Port
TAX3 Session Id

[,J‘, Database Protocol
MNew TTL value

desc; Exception
Description

) sal string that
caused the Exception

L Vlear Maman

Tap Monitor

Incident Management

Standard Reporis || Monitor/Audit

Comply || Protect

» [Exceptions Repo!
IMain Entity: Database Error Text

(=]

Seq.  Entity

m

Attribute

Field Mode

Query Fields
Order-by

@

[T add count [ Add Distinct | Sort by count

Sort Rank Descend

Entity Agg.

() () (2) Addition mode: @ AND ) OR [7] HAVING

Attribute

Query Conditions
Operator

»

Runtime Param.

m

| Delete |[ Clone || Roles.. ||

save || Back |

Data Mart

‘ I Generate Tabular ] [

Regenerate ‘ |

AddtoPane. ||

Add to My New Reports |
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Exception Report — Recommended Report Definition

This report will show you the failures in descending time order. Beware of the “SESSION
TIMEOUT” rows as they only indicate that an active session has not produced any new audit data
(~ 60 minutes) and the Exception Timestamp value comes from the collector. If your collector's
time does not match the IBM i's time, the resulting report can look confusing.

Exception Report definition:

& Detailed Exception Report ®
Main Entity: Database Error Text _ [ add count [] Add Distinct Sort by count Run in Two Stages
(jolel= Query Fields
Seq. Entity Attribute Field Mode Order-by Sort Rank Descend

] 1 Exception Exception Timestamp Value | v | 1

o 2  Client/Server DB Protocol Value -_v__f' Fl

E] 2 Exception DB2 i/z Database Value v D

] 4 Exception DB2 i Current User Value (W | F

D 5 Exception DB2 i’z Program Value v El

o 8  Client/Server Network Protocol Value | | &

] 7 Exception Type Exception Type Value _._V..:, F]

|:| 8 Session Process ID Value |Ww | D

[] 9 Client/Server Source Program Value v' El

D 10 Database Emor Text Emor Code Value b D

O 11 Exception Exception Desoription Value | | O

] 12  Datsbase Emor Text Database Error Text Value v' ]

D 13 Exception SQL string that caused the Exception Value |w | D

O 14  ClientServer Client IP Value |w | Fl

D 15 Exception Type Exception Desaiption Value [w] D
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_ _ DB2i :
Exception DB DB2iiz _ Exception Process Error ) L
. Current  DB2i/zProgram Network Protocol _LD!E Source Program Exception Description
Timestam Protocol Database S:erent DB2 iz P ram Network Protoceol e m Source Program Code Exception Descri on
335&3’3{-41 (DB21  X1423P2 SCOTTF  QSYS/QSQSAMPL TOOLBOXJDBC:07010009SQL_ERROR 155558 QUSER/QZDASOINIT-601 42710601
& ;1 gDB21  X1423P2 SCOTTF  QSYS/QSQSAMPL TOOLBOXJDBC:070100095QL ERROR 155556 QUSER/QZDASOINIT-443 38101443
2013-08- PW -
201308 ,gDB21 LP13UT16QQSMART QSYS/QZSOSIGN QAUDJRN LOGIN_FAILED726873 QUSERIQZSOSIGN NA W oo o D
33155%8{_ 1200821 LP13UTI6QS QIIS/QIISCIAUT QAUDJRN SQL_ERROR 727895 QIIS/RMVHSTJS  -551 42501-551
gggg%%, 020DB21  LP13UT16QLIS QIIS/QIISC3AUT QAUDJRN SQL_ERROR 727896 QIISRMVLOGEJS -551 42501-551
_
Database Error Text SQL string that caused the Exception ClientIP  Exception Description

A duplicate object or constraint name was detected.

the SIMPLE CALL or SIMPLE CALL WITH NULLS calling convention).
N/A

on the identified object.

on the identified object.

Error occurred while calling a user-defined function, procedure, or trigger (using

The authorization ID does not have the privilege to perform the specified operation AF -

The authorization 1D does not have the privilege to perform the specified operation AF -

CREATE SCHEMA INDEXADVIC

CALL QSYS.CREATE_SQL_SAMPLE(?)

127.0.01

Authority failure QUSRIJS QAIJSAUT *FILE

Authority failure QUSRIJS QAIJSAUT “FILE

9.10.110.20 Database Server returned an error

9.10.110.20 Database Server returned an efrror

Login Failed

9.26.120.179Database Server returned an error

9.26.120.179Database Server returned an efrror
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Entity List ® Object Tracking
__Iclient/Server Main Entity: Object/Command Tl Add Count [T Add Distinct Sort by count Run In Two Stages
I server Query Fields
IP/Server Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
-l session A 1 Client/Server Timestamp Value ~ = 1 !
—J Access Period B 2 Client/Server Client IP Value ~ B
_IsaL E _ :
[l 3 Access Period DB2 i/z Database Value F
—JFULL saL | | _
| 4 Access Period DB2 i Current User Value - |
—JFULL sQL
Values =1 5 Command SQL Verb Value [
—|Changed Data [l 6  Object Object Name Value - |
Value
[F] F FULL SQL Full gl Value [
—|Agglication
Events A 8 FULL SQL Bind Variables Values Value - =
_1App
Na,:e User () (0)(2) Addition mode: @ AND ) OR [ HAVING Query Conditions
Entity Agg. Attribute Operator Runtime Param.
) command N .
[l WHERE FULL SQL — Full Sql MNOT LIKE Value - % GuardAppEventd Ef
— Object -
. 7] AND Access Period e DB2 iiz Database LIKE Parameter - DBZ2iDatabase Ef
—|Dbjectr'Command -
.—|J0in [ AND Client/Server == DB User Mame LIKE Parameter - DBUseriame I:f
—|Field [T1 § AND Command —_— SQlL Verb NOT LIKE Value - %BCONNECT% Ef
! Object/Field
_lqualified
Object
—IField sQL
Value
3 i 4
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]|

Drill Down Capability

Object Tracking

Start Date:
Aliases:

2013-08-25 09:41:16 End Date:

DBUserName: LIKE %LARKINB

Timestamp

2013-06-
2206:113:01.0
2013-08-
2208:13:01.0
2013-08-
22 08:13:01.0
2013-08-
2208:13:01.0
2013-08-
22 08:13:01.0
2013-06-
220813010
2013-08-
22068:13:010
2013-08-
22 08:13:01.0
2013-08-
22 08:13:01.0
2013-08-
22 08:13:01.0

Clientip DB212

9.56.49.185X1423P2
9.56.49.185X1423P2
9.56.49.185X1423P2
9.56.49.185X1423P2
9.56.49.185X1423P2
9.56.49.185X1423P2
9.56.49.185X1423P2
9.56.49.185X1423P2
9.56.49.185X1423P2

9.96.49.185X1423P2

Database

2013-08-28 09:41:16
DBZiDatabase: LIKE %

DB2 i Current
User

LARKING
LARKING
LARKING
LARKINE
LARKING
LARKING
LARKINB
LARKING
LARKING

LARKING

soLverh — poect
DROP TABLE empsal
CREATE TABLEempsal
INSERT empsal
INSERT empsal
INSERT empsal
INSERT empsal
UPDATE EMPSAY
SELECT empsal
SELECT empsal
DELETE EMPSAY

) € Recoras [ 1_Jto100f10 QDO X IH D E B h @) o

Full Sgi

Bind Variables Values

drop table empsal

create table empsal (EMPNO CHAR(S), NAME CHAR
(10), SALARY INT)

11111,

INSERT INTO EMPSAL VALUES (?,2,7) 22277
INSERT INTO EMPSAL VALUES (?7,7,7) ‘33333,
INSERT INTO EMPSAL VALUES (?7,2,2) ‘33333,

UPDATE EMPSAL SET SALARY = 7 WHERE EMPNO =72

SELECT * FROM EMPSAL

SEUECT * FROM EMPSAL

DELETE

sEIMIEMPSAL WHERE EMPNO = ? ‘33333

'WHITE', 95000
'JONES', 82000
'SMITH', 77000

'SMITH", 77000

55000, 33333

Client IP Activity Summary

Command Details

Full SQL By Client IP

Object Activity Summary

Object Details

Optim - Reguest Execution per Optim Server

Optim - Request Execution per User

Sensitive Objects List

Add API Mapping

© 2013 IBM Corporation
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Do we want to see all these records ?

_Activity Report
Start Date:  2013-08-24 14:50:26 End Date:  2013-08-25 14:50:26
Aliases: OFF Clientlp: LIKE %
DB2iDatabase: LIKE % DBUserName: LIKE %
DB2ilz =i
Timestamp ClientlP DS2lZ DBz Program Current  Source Program Full Sl Bind Variables Values
i User
2018 08 9 9-56.49.185X1423P2 QSQUQSQIMAIN LARKINB  LARKINB/QPADEVDOOR INSERT INTO EMPSAL VALUES (2.2,7) 11111, "WHITE', 95000
3?15;?182‘_12 9-56.49.185X1423P2 QSQL/QSQIMAIN LARKINB  LARKINB/QPADEVOOOR INSERT INTO EMPSAL VALUES (2,2,7) 129992 'JONES', 82000
321134'.%82'.12 9-56.49.185X1423P2 QSQL/QSQIMAIN LARKINE  LARKINB/QPADEVOOOR INSERT INTO EMPSAL VALUES (2.2,7) 33333, 'SMITH', 77000
32113382712 £9.56.49.185X1423P2 QSQUQSQIMAIN LARKINS  LARKINB/QPADEVODOR INSERT INTO EMPSAL VALUES (2,2.2) 33333, 'SMITH, 77000
32113_,;,‘3‘%25 (9.56.49.185X1423P2 QSQUIQSQIMAIN LARKINB  LARKINB/QPADEVODOR SELECT * FROM EMPSAL
32113;21%-25 9-56.49.185X1423P2 QSQL/QSQIMAIN LARKING  LARKINB/QPADEVOOOR SELECT * FROM EMPSAL
321133807 51 09-56.49.185X1423P2 QSQUIQSQIMAIN LARKINB  LARKINB/QPADEVODOR DELETE FROM EMPSAL WHERE EMPNO = ? '133333'
2 O 41 09.56.49.185X1423P2 QSQUIQSQIMAIN LARKINB  LARKINB/QPADEVODOR UPDATE EMPSAL SET SALARY = 2 WHERE EMPNO =2 85000, 133333

%2113;?]32_,39 0 9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB LARKINB/QPADEVODOR create table empsal (EMPNO CHAR(S), NAME CHAR(10), SALARY INT)

321134%95__ 00,0%-56.49.185X1423P2 QSQL/QSQIMAIN LARKINB  LARKINB/QPADEVODOR drop table empsal

321135:%85;5 10953748 LPOBUTIEQSYS/QSIUTIL QSRVAGT QSRVAGT/QSSPALMONINSERT INTO QSRVAGT / QASIAUDLOG (LOGDATA ) VALUES (: H) '13/08/25 12:11:61 QSIPALMON: running
O 1 09-5:37.48  LPOBUT16QSYS/QSIUTIL QSRVAGT ~QSRVAGT/QSIPALMONINSERT INTO QSRVAGT / QASIAUDLOG ( LOGDATA ) VALUES (: H) 13108125 12:11:51 QSIPALMON: ready for cycle
o 4 9-56.49.185X1423P2 / LARKINB  LARKINB/QPADEVODOR CONNECT

321131‘%88;_ 560127001 LP13UT16QSYSIQCMD  DHQB DHQB/ANZDFTPWD2  CP - User Profile change QSYS GDAUDIT2 *USRPRF

32113%':”5%: 560127001 LP13UT16QSYS/IQCMD  DHQB DHQB/ANZDFTPWD2  CP - User Profile change QSYS GRPVISUAL *USRPRF

S 50127001 LP13UT16QSYSIQCMD  DHQB DHQB/ANZDFTPWD2  CP - User Profile change QSYS IT_DATA *USRPRF

T e 60127001 LP13UT16QSYSIQCMD  DHQB DHQB/ANZDFTPWD2  CP - User Profile change QSYS IT_SEC *USRPRF

ggﬁf}% o50127001 LP13UT16QSYSIQCMD  DHQB DHQB/ANZDFTPWD2  CP - User Profile change QSYS ITGRP *USRPRF

O 50127001 LP13UT16QSYS/QCMD  DHQB DHQB/ANZDFTPWD2 ~ CP - User Profile change QSYS ITSEC *USRPRF

O 50127001 LP13UT16QSYSIQCMD  DHQB DHQB/ANZDFTPWD2  CP - User Profile change QSYS PERFTEAM *USRPRF

0 O rers [T TEBTTHO O % & bn 3 M EAS &
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Filter on database X1423P2

-Activity Report

Start Date:
Aliases:

DB2iDatabase: LIKE %X1423P2

Timestamp

2013-08-
251442120
2013-08-
2514:42:12.0
2013-08-
25 14:42:12.0
2013-08-
251442120
2013-08-
25 14:40:25.0
2013-08-
2514:40:25.0
2013-08-
251440210
2013-08-
2514:37:41.0
2013-08-
25 14:12:39.0
2013-08-
29 14:03:00.0
2013-08-
251333510
2013-08-
2508:13:41.0
2013-08-
2508:13:41.0
2013-08-
250813410
2013-08-
2508:13:41.0
2013-08-
2508:13:41.0
2013-08-
250813410
2013-08-
250813410
2013-08-
250813410
2013-08-
2508:13:41.0

Q O recoref T To BT 0O X S b HS OB F 2 & d

98

2013-08-24 14:49:06 End Date:

OFF ClientlP: LIKE %
DBUserName: LIKE %

Client IP gfé;":se DB? ifz Program %‘m
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 QSQL/QSQIMAIN LARKINB
9.56.49.185X1423P2 / LARKING
955069 X1423P2 MJBNQEAPIPINGECANAPI2 C2USER
955069 X1423P2 MJBNQEAPIPINQECANAPI2 C2USER
955069 X1423P2 MJBNQEAPIP/NQECANAPI2 C2USER
955069 X1423P2 MJBNQEAPIP/NQECANAPI2 C2USER
955069 X1423P2 QSYS/QSECCHSA C2SECOFR
955069 X1423P2 QSYS/QSECCHSA C2SECOFR
955069 X1423P2 QSYS/QSECCHSA C2SECOFR
955060 X1423P2 QSYS/QSECCHSA C2SECOFR
955069 X1423P2 QSYS/QSECCHSA C2SECOFR

2013-08-25 14:49:06

Source Program

LARKINB/QPADEVDOOR
LARKINB/QPADEVOOOR
LARKINB/QPADEVOOOR
LARKINB/QPADEVDOOR
LARKINB/QPADEVDOOR
LARKINB/QPADEVDOOR
LARKINB/QPADEVDOOR
LARKINB/QPADEVDOOR
LARKINB/QPADEVDOOR
LARKINB/QPADEVOOOR

LARKINB/QPADEVDOOR

C2SECOFR/
SAUDNQEAPI
C2SECOFR/
SAUDNQEAPI
C2SECOFR/
SAUDNQEARPI
C2SECOFR/
SAUDNQEAPI
C2SECOFR/
SAUDNGQEAPI
C2SECOFR/
SAUDNQEAPI
C2SECOFR/
SAUDNQEAFPI
C2SECOFR/
SAUDNQEAPI
C2SECOFR/
SAUDNQEAPRI

Full Sqgl

INSERT INTO EMPSAL VALUES (?,2,?)

INSERT INTO EMPSAL VALUES (7,2,7)

INSERT INTO EMPSAL VALUES (?,2,?)

INSERT INTO EMPSAL VALUES (?,2,?)

SELECT * FROM EMPSAL

SELECT * FROM EMPSAL

DELETE FROM EMPSAL WHERE EMPNO = ?

UPDATE EMPSAL SET SALARY = ? WHERE EMPNO = ?

create table empsal (EMPNO CHAR(S). NAME CHAR

(10}, SALARY INT)
drop table empsal

CONNECT

AF - Authority failure

AF - Authority failure

AF - Authority failure

AF - Authority failure

SV - System value change
SV - System value change
SV - System value change
SV - System value change

SV - System value change

MJBNQEAPI TESTTBEL
MJBNQEAPI TESTTBL
MJBNQEAPI TESTTBL
MJBNQEAPI TESTTBL
QAUDCTL
QAUDCTL
QAUDCTL
QAUDCTL

QAUDCTL

EEIEE

2EILE

2EEE;

*RILE

Bind Variables Values

"11111", 'WHITE', 95000

'22222', 'JONES', 52000

33333, 'SMITH', 77000

'33333", 'SMITH', 77000

'33333'

85000, '33333"

NEW VALUE: *NONE
NEW VALUE: *NONE
NEW VALUE: *NONE
NEW WVALUE: *NONE

NEW VALUE: *NONE

OLD VALUE:

OLD VALUE:

OLD VALUE:

OLD VALUE:

OLD VALUE:

*NONE

*NONE

*NONE

*NONE

*NONE
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Filter on LARKINB

-Activity Report
Start Date:  2013-08-24 14:50:02 End Date:  2013-08-25 14:50:02

Aliases: OFF ClientlP: LIKE %

DBZiDatabase: LIKE %X1423P2  DBUserName: LIKE %LARKINB

Timestamp ClientIP DB2 i/z Database DB2 ilz Program DB2 i Current User Source Program Full Sal

2013-08-25 14:42:12.09.56.49.185X1423P2
2013-08-25 14:42:12.09.56.49.185 X1423P2
2013-08-25 14:42:12.09.56.49.185X1423P2
2013-08-25 14:42:12.09.56.49.185X1423P2
2013-08-25 14:40:25.09.56.49.185X1423P2
2013-08-25 14:40:25.09.96.49.185X1423F2
2013-08-25 14:40:21.09.56.49.185X1423F2
2013-08-25 14:37:41.09.56.49.185X1423P2
2013-08-25 14:12:39.09.56.49.185X1423P2
2013-08-25 14:03:00.09.56.49.185X1423P2
2013-08-25 13:33:51.09.56.49.185X1423P2

Q SIRemrds T |to 11 of11p

!
OXS I HS

QSQUASQIMAIN LARKINB
QSQL/QSQIMAIN LARKINB
QSQAL/ASQIMAIN LARKINB
QSQAL/ASQIMAIN LARKINB
QSQLASQIMAIN LARKINGB
QSAL/ASQIMAIN LARKINB
QSAL/QSQIMAIN LARKINB
QASQU/ASQIMAIN LARKINB
QSQL/QSQIMAIN LARKINB
QSQL/QSQIMAIN LARKINB
LARKINB

LARKINB/QPADEVODORINSERT INTO EMPSAL VALUES (7,2,7)
LARKINB/QPADEVODORINSERT INTO EMPSAL VALUES (?7,2,7)
LARKINB/QPADEVOOORINSERT INTO EMPSAL VALUES (7.2.7)
LARKINB/QPADEVDDORINSERT INTO EMPSAL VALUES (2,2,7)
LARKINB/QPADEVODORSELECT * FROM EMPSAL
LARKINB/QPADEWVODORSELECT * FROM EMPSAL
LARKINB/QPADEVDOORDELETE FROM EMPSAL WHERE EMPNO =2
LARKINB/QPADEVDOOR UPDATE EMPSAL SET SALARY = 7 WHERE EMPNO = ?
LARKINB/QPADEWDDOR create table empsal (EMPNO CHAR(S), NAME CHAR(10), SALARY INT)
LARKINB/QPADEVD00R drop table empsal

LARKINB/QPADEVODORCONNECT

Qehavd

Bind Variables Values
11111, "WHITE', 95000
'22222', "JONES', 62000
33333, 'SMITH', 77000
‘33333, 'SMITH', 77000

33333
85000, '333323"

Customize Portlet

Report: -Activity Report
Title
Run Time Parameters

ClientlP
Enter Value for Client IP

DBZiDatabase
Enter Value for DB2 i/z Database

DBUserName
Enter Value for DB User Name

QUERY_FROM_DATE
Enter Period From

QUERY_TO_DATE
Enter Period To

REMOTE_SCOURCE
Remote Data Source

SHOW_ALIASES
Show Aliases

Presentation Parameters

fetch Size

Max. records per page

Based on Query: -Activity Report &

-Activity Report

LIKE %LARKINB

LIKE %X1423P2

LIKE %
== NOW -1 DAY :] ZJJ
<= NOW -_.1] E
- none -

» On & Off & Default

© 2013
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Monitoring istap

-Actiity Report

Start Date: 2012-08-23 08:13:14 End Date: 2012-08-23 14:13:14
Aliases: OFF ClientlP:  LIKE %
DBU=ername. LIKE %LARKING NetProt.  LIKE %

SaL; LIKE % ServeriP:  LIKE %

ServerType, LIKE %

Timestamp Server Type Server IP Client IP

2012-08-23 10:55:22.0082
2012-08-23 10:55:22.0082
2012-08-23 10:55:22.0082

Network Protocol DB User Hame Sgl

5.30.174.565.56.117.164 QLAUDJRN
§.30.174.985.56.117.164 QAUDJIRAN
8.30.174.865.56. 117,184 QAUDJRAN

LARKING
LARKINB

LARKING CO - Create object

() @ Records[ 1 03030 O XN L HS Berd o

zelect EXTRUSION_RULE from sysDumnmy
zelect KBYTE_COUNT from SESSION_COUNTERS

QGPL

TSETEST *FILE

Api Call Qutput get_istap_status
Call Qutput

1D=0

Statyus time: 2013-08-23 11:50:19 838887

[Server started: MO

art tmne. 20 1.2-00 101:49.470323
Server job name: QBATCH MJA 038571
Jobs processed sgl: 40
Sql processed: 178
Sql enqueusd: 1688
Sql skipped: D
Sql whose variable values processed: 2
Sql whose variable values discarded: 0
Processed journal audit entries: 35984
Engqueusd journal audit entries: 58
Queus damaged: NO
Mum of messages on queus: 0
Size of messages on queuse: 0
Maximum size of queuse: 18777218
Total engueus threads: 0
Last dequeue time: 2012-08-23 18:50:19.37
Last enqueue time: 2012-08-23 18:50:19.37
Queus owner: MJA

Close

Api Call Qutput start_istap_monitor
Call Qutput

100

Api Call Qutput get_istap_status
Call Qutput
ID=0

ime- 20120893 12:03:09.332259

Server started: YES
5 11:51:37.739883

Server job name: QBATCH  MJA 039768
Jobs processed sql: 13

Sql processed: 51

Sql enqueused: 40

Sql skipped: 0

Sql whose varisble values processed: 8

Sqgl whose variable values discarded:
Processed journal audit entries: 23
Engueued journal audit entries: &
Queus damaged: NO

Mum of messages on queus: 0

Size of messages on queus: 0
Maximurmn size of queus: 18777218
Total engueus threads: 0

Last dequeue time: 2012-08-23 19:03:09.188

[=]

Last engueue time: 2012-08-23 19:03:09.188
Queue ocwner: MJA

Close
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What we’ll cover today

= 30K-foot overview of InfoSphere Guardium and IBM |
= An integrated solution for audit and compliance

= Monitoring strategy and use cases

= Step by step — getting started

= FAQ and conclusion

101 IBM InfoSphere Guardium Tech Talk © 2013 IBM Corporation
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DB2 for i — Enhancements delivered via DB2 PTF Groups

IBMi7.1

TR4

SF99701
Level 11

TR4 timed Enhancements:

102

XMLTable
RUNSQL command

Performance
enhancements for large

SF99701
Level 14

TR5 timed Enhancements:

Named and Default Parameters for
Procedures

numbers of row locks

InfoSphere Guardium V9.0 — DB2 for i

Automatic management of
SQL Plan Cache size

Many Others...

SQE enhancement for Encoded Vector
Indexes defined with INCLUDE

Many Others...

SF99701
Level 18

SF99701
Level 23

SF99701
Level xx

TR6 timed Enhancements:
= HTTP functions
= Database Reorganization

(User specified starting point)
= Tracking System Limits (Phase 1)

= Many Others... TR7 timed Enhancements:

= Coming later in 2013

Future Plans are subject to
change

Enhancements delivered by PTF are documented here:

© 2013 IBM Corporation
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* The developerWorks IBM i Technology Updates wiki includes the
schedule, status and enhancement breakdown.

= Stay current and you’ll be rewarded

The Guardium on IBM i fact page ( ) is
the single, best place to look to understand the service level
requirements.

« The recommended service level is:

Release 6.1 SF99601 Level 30 (or higher)
OnIBM i 6.1, additional PTFs to install: PTF 5761551 5150446, 5150447, 5150578, S150580 & 5150582

Release 7.1 SF99701 Level 25 (or higher)
OnIBM i 7.1, additional PTFs to install: PTF 5770551 SI50438, 5150439, 5150579, 5150581 & SI50583

103 © 2013 IBM Corporation
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It's critical to secure high value data and validate compliance

Traditional log management, SIEM and DLP solutions are only part of
the solution

InfoSphere Guardium is the most widely-deployed solution, with
ongoing feedback from the most demanding data center environments
worldwide

104

Scalable enterprise architecture
Broad heterogeneous support
Complete visibility and granular control

Deep automation to reduce workload and
total cost of operations

Holistic approach to security and compliance g

© 2013 IBM Corporation
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Information, training, and community

u (You must have this!)

" (aka ‘the white paper’)

. — at least one per month. Suggestions welcome!

. — includes overviews, technical demos, tech talk replays

" (very active)

. (very active)

. (includes discussion forum, content and links to a myriad of sources,
developerWorks articles, tech talk materials and schedules)

. (Installation, System Z S-TAPs, how-tos, more to come)

" (classroom and self-paced)

InfoSphere Guardium Virtual User Group.
Open, technical discussions with other users.
Not recorded!

Send a note to If
Interested.

105 oo ;
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http://bit.ly/GuardiumDB2foriServiceabilityDocument
http://www.ibm.com/developerworks/ibmi/library/i-infosphere_guardium_db2/
http://bit.ly/GuardiumDB2foriServiceabilityDocument
http://ibm.co/Wh9x0o
http://www.youtube.com/user/InfoSphereGuardium
https://www-148.ibm.com/bin/subscriptions/walk_small_steps.cgi?cl=USEN&nid=11366
http://www.ibm.com/developerworks/forums/forum.jspa?forumID=2648&start=0
http://www.linkedin.com/groups/IBM-Guardium-Database-DB-Activity-3746392
https://www.ibm.com/developerworks/mydeveloperworks/groups/service/html/communityview?communityUuid=432a9382-b250-4e55-98d7-8e9ee6cbf90e
http://publib.boulder.ibm.com/infocenter/igsec/v1/index.jsp
http://www-01.ibm.com/software/data/education/guardium.html
mailto:bamealm@us.ibm.com
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Reminder: Guardium Tech Talks

Next tech talk: How to audit and protect SAP systems
with InfoSphere Guardium Data Activity Monitor

Speakers: Joe Dipietro
Date &Time: Thursday, September 19, 2013
11:30 AM Eastern (1 hour)

Register here:

= Link to more information about this and upcoming tech talks can be found on the InfoSpere
Guardium developerWorks community:

= Please submit a comment on this page for ideas for tech talk topics.
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Polish

Traditional Chinese

(Gracias

Spanish
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Obrigado

Brazilian Portuguese
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Backup
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My New Reporis || Administrafion Console | System View || Tools || Daily Monitor | Guardium Monitor || Tap Monitor || Incident Managemeni | Standard Reporls | MonitorfAudit | Comply | Protect &7 |

| Security Policies ¢ || Comelation Alerts || Incident Management

Data Access Policy Application

(] % [0 Every

D Server [P andior Group E" *_!_*
D Client IP ) andfor Group E{ -—!—*
{[] client mac
Net Pricl. andior Group | —-—--——emee
DEType: | === E[
D Svc. Name andfor Groug | --—-—-
’:! DE Name andfar Group | —-——-
[] DB User LARKINE andior Group | ——————
D Client IP!Src App./DE User/Server IP/Svc. Name |-
D App. User . and‘or Group | --—-
D 05 User andfor Group |
I_-I Src App. andfor Group | - — E[ i{i
| Field 8Nd/or Group | =s—e—smsmsemem- = E[ 2 [T] Every
| Object andfor Group | -————-———————
[7] command andior Group | {Fublic) DB2i Delete/Update I_il o [T] Every
[] ObjectiCmd. Group ~[>] &,
| ObjectiField Group | ————-—m—me 2PN
Fattern
XML Pattern
App Event Exists El Event Type " Event User Name
App Event Values Text andior Group | —-—--eemee e El .{_.
Numeric Date
Masking Pattern @ Replacement Character *
Time Period | -~ =l&
Minimum Count 0 Reset Interval O minutes Trigger Once Per Session |:|
Quarantine for 0 minutes Records Affected Threshold 0 Rec. Vals. |_:|'] Cont to next rule E|

Actions

Add Action

[ Back ||

Add Commentz | |

Save

]

s
ALERT DAILY
IALERT ONCE PER SESSION
ALERT ONLY
ALERT PER MATCH

IALERT PER TIME GRAMULARITY
ALLOW

Do Mot RECORD WALUES SEPARATELY
IGNORE RESPONSES PER SESSION
IGHORE 5-TAP SESSION

IGNORE SESSION

IGNORE SQL PER SESSION

LOG FULL DETAILS

LOG FULL DETAILS PER SESSION

LOG MASKED DETAILS

LOG OMNLY

MARK AS AUTO-COMMIT OFF
MARK AS AUTO-COMMIT ON
MO PARSE

QUARANTINE

QUICK PARSE

QUICK PARSE NATIVE
QUICK PARSE NO FIELDS
RECORD WVALUES SEPARATELY
5-GATE ATTACH

3-GATE DETACH

5-GATE TERMINATE

3-TAP TERMINATE

SKIP LOGGING

© 2013 IBM Corporation
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Guardium community on developerWorks

Bit.ly/guardwiki

IBM ~
developerV

Communities

InfoSphere Guardium

~ i InfoSphere
Guardium

Monitor
&
Enforgé Report
Criical L

« Overview
Recent Updates
Members
Forums
Wiki

Blog

'@ ‘We have upgraded the developerWorks community applications to the latest verzion of IBM Connections. Get a
glimpse of the improvements!

* Community Description

This community provides a central location for users, developers, and parners to find and share information
about using IBM®@ InfoSphere® Guardium. Please help us make the community more valuable by providing your
input and contributing infarmation.

Tags: audit, data, governance, guardium, security, security-on-dw

Forums
Start a Topic

D Submitting product enhancement requests - new automated system
Latest post by KRZ ~ Mar20  No replies

E! Tech Talk on June 20: Planning a successful Guardium deployment
Latest post by KRZ  Jun 13 Mo replies

E! Tech Talk on June 5:How to close your security gaps by integrating IEM QRadar and

{fh This Community ~ ~ Search qQ

Folow thiz Community | Community Actionz-

Important Bookmarks

Highlight key Web resources.

Members

2leieisieis
glgieigiel.

View All (35 people)

Related bookmarks

Explore bookmarks related to this group.

Recent | Popular
WebSphere
developerWor.. | 17 Jun 2013, 14:45:03 PM

IBM Business Analytics Practices: IBM
Cognos Bl Authentication and Single

© 2013 IBM Corporation
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get_istap_status Api function

IBM" InfoSphere™ Guardium®

|MYNBW Reportz ¢* | Standard Reports || Monttor/Audit | Discover || Assess/Harden | Comply | Protect | System View || Administration Console || Tools || Daity Monitor | Guardium Monitor || Tap Monitor || Incident Management

DB2Z for | S-TAFP cenfiguration
Start Date: 2012-08-25 20:58:35 End Date: 2012-08-25 23:568:35

Build Queriez and Reports
-Activity Report

DB2 for i STAP configuration | ~1ases:  OFF
Datasource SalGuard 222" By TER FILTER FILTER FILTER FILTER g'_‘g? ?I'_‘ET'E"; g'_‘gf'; (F:’I'_‘Erﬁ
Hame USER JOB TCPIP TABLE PORT S

Timestamp (T,

ACCTING APPLNAME PROGRAMID USERID

; 2012-08-20
s
svlisk 10:57:45.0 83017472 o
get_iztap_config
get_istap_status
m o R = g o start_iztap_monitor

=top_istap_monitor

update_istap_config

FILTER CLIENT FILTER
WRKSTNHNAME RDB

FILTER
A AUDIT

SYSTEM
saL

User Sec

TYPES

AD AF

CACO

D0 GR

0N OR

¥ owpe "MA 61
PW RA

RO RZ

ZCZR

Start ConnectionTimeout Remote

Start Job Start Time
Messages — —  —

UBATLH 2012-08-11

00:01:48.0

Api Call Qutput get_istap status
Call Output
D=0
Status time: 2012-08-26 00:22:09 983872
Server started: YES
Start time: 2012-08-23 11:51:37. 739863
Semrver job name: QBATCH  MJA 039768
Jobs processed =ql: 116
Sql processed: 650
3ql engueued: 555
Sql skipped: 0
5l whose variable values processed: 28
Sql whose variable values discarded: 0
Frocessed journal audit entries: 7282
Enqueued journal audit entries: 17
Queue damaged: MO
Mum of messages on queue: 0
Sire of messages on queue: 0
Maximum size of queue: 16777216
Total enqueue threads: 0
Last dequeue time: 2012-08-26 07:22:09.811
Last enqueue time: 2012-08-26 07:22:09.811
Queue owner: MJA

Close
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Guardium community-Tech Talk wiki page

You arein: InfoSphere Guardium Community = InfoSphere Guardium Wiki > Guardium Tech Talks

Guardium Tech Talks

E | Updated 6/24/13 by KRZ | Tags:

= guardium,
« webcast

Page Actions =

Guardium Tech Talks

No budget for education or conference travel this year? Do you want the opportunity to interact with product
experts from the labs? Join us for a series of low key. informal tech talks about Guardium data activity monitoring.
Speakers will include product management, support rep, development and QA, and lab services.

These talks will include both deeply technical talks for more experienced users as well as “101" sessions to provide
the opportunity for those new to the offering to get up to speed and have an environment where their questions
can be answered.

The sessions will be recorded.
If you have additional questions, or have ideas for fech talks you'd like to see, send an email to krzeide at us.ibm.com or add a comment fo this

page.

» Upcoming tech falks
« Previous tech talks and recordings

Upcoming Tech Talks

July 16 Tech Talk: Planning an InfoSphere Guardium deployment, Part 2: Monitoring setup and guidelins
11:30 AM Eastern Daylight, 8:30 AM Pacific Daylight

Speakers: Boaz Barkai InfoSphere Guardiem WW Practice Lead and Yosef Rozenblit, infoSphere Guardium WW Services Lead

We can all use a little advice from those who have gone before. If you are planning a new deployment of InfoSphere Guardium or are expanding an existing one, Qur
speakers have years of experience in guiding customer deployments, and in this talk they will provide a blueprint to help you plan for a deployment. They will also offer
advice on how to manage the enviranment post-deployment. You'll learn:

» \What architecture options need to be considered

» \Whatteam members need to be involved

« What IT infrastructure requirements to consider

» \What business requirements and drivers need to be understood

© 2013 IBM Corporation
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Guardium community — Quick Reference

Bit.ly/guardwiki

You are in: InfoSphere Guardium Community = InfoSphere Guardium Wiki = Quick Reference

Quick Reference
E | Updated 5/8/13 by KRZ | Tags: None

Page Actions -

Quick Reference

InfoSphere Guardium Data Security product web page
System requirements and supported data sources
o B2
o 9.0
Software appliance technical reguirements (V3)
V9 Sizing portal
Upgrading from 8.2 10 9.0
Announcement dates and lifecycle information
Product support portal
Articles andvideos
Tech Talk schedule and recordings
Customer case studies
Information Center {product documentation)
Important; Mot all product information is available in the online Information Center. Itincludes installation, some “how tos™ and the S-TAP information for the
System z S-TAPS. The rest of the product information is available in the online help book.
Education and training (classes)
Submitting product enhancement requests

© 2013 IBM Corporation
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There are several places where audit data is filtered:

* Normal auditing controls filter what data goes into QSYS/QAUDJRN

 Filtering only specific Journal Entry Types can be configured
» Only certain journal entry types are processed and sent to Guardium
» Only certain attributes of the journal entries are processed and sent to Guardium

» The database monitor can filter data
» The same filtering available on STRDBMON can be configured

» Only certain monitor entries are processed and sent to Guardium
» Only certain attributes of the monitor entries are captured and sent to Guardium

e The Guardium collector can perform additional filtering via Policies.

For example:
* Only capture security failures
* Only capture failures for certain users or objects
» Etc. Etc. Etc.

114 © 2013 IBM Corporation
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Attribute filtering

Audit Data SQL Monitor Audit Journal

Job name Yes Yes

Job user Yes Yes

Job number Yes Yes

Start time Yes Yes

End time Yes Always the same as the Start time

SQLSTATE Yes 91823%8% ftgrr g&/tar{% afsaﬁ\lll\j(r)éd(A(I?)W) and audit records (GR)
00000 everything else

SQLCODE Yes

-30080 for invalid password gPW) and audit records (GR)
-551 for authority tailure. (AF
0 everything elsé

SQL statement

Yes — limited to 60K

No - basic journal entry description instead

SQL variables Yes - limited to 1000 bytes No

Interface Yes Always QAUDJRN
Client application name Yes, No

Client user ID Yes No

Client workstation Yes No

Client accounting Yes No

Client program Yes No

Current user Yes Yes

Thread ID Yes Yes

Program schema

Yes, if the statement is executed from a PGM or SRVPGM

Yes, if the statement is executed from a PGM or SRVPGM

Program name

Yes, if the statement is executed from a PGM or SRVPGM

Yes, if the statement is executed from a PGM or SRVPGM

Client IP Address Yes Yes

Local or server port number Yes Yes

RDB name Yes Yes

KlPnber of rows Yes, on1|y for INSERT, DELETE, UPDATE, MERGE, OPEN*, VALUES No © 2013 IBM Corporation
INTO, CREATE TABLE AS, DECLARE GLOBAL TEMPORARY
TARI'F AS and QFT \/ARTARI E
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STATUS TIME

Timestamp of this request for status

SERVER_STARTED

Indicates whether the server is currently started or not (YES or NO)

START_TIME

Timestamp of the last time the server was started

SERVER_JOB

Job name of the server

NUMBER_JOBS AUDITED _USING_SOQL

Number of jobs that have processed an SQL statements since the server was started

NUMBER_PROCESSED_SQL_STATEMENTS

Number of SQL statements that have been |;3rocessed since the server was started. This does not
include SQL statements filtered out by STRDBMON

NUMBER_ENQUEUED_SQL_STATEMENTS

Number of SQL statements that have been enqueued since the server was started. This does not
include SQL statements filtered out.

NUMBER_SKIPPED_SQL_STATEMENTS

Each job will attempt to put an SQL statement on the queue up to three times. This indicates that some
number of SQL statements could not be audited. Rare...typically indicates a queue problem.

NUMBER_PROCESSED_VARIABLE_SETS

Number of SQL statements that have variables since the server was started. Some SQL statements
have variables and some not. This does not include SQL statements filtered out.

NUMBER_SKIPPED_VARIABLE_SETS

Number of SQL statements whose variable values were discarded. Since the variable values are written
to the monitor PRIOR to the actual SQL statement, It is possible that several sets of variables will have
to be saved until the SQL statement shows up. Up to 300 sets of variables are saved so this is

extremely unlikely.

NUMBER_PROCESSED_QAUDJRN_ENTRIES

Number of journal audit entries that have been processed since the server was started. This does not
include audit entries filtered out.

NUMBER_ENQUEUED_QAUDJRN_ENTRIES

Number of journal audit entries that have been enqueued since the server was started. This does not
include entries filtered out.

QUEUE_DAMAGED

Indicates whether or not the queue is damaged. (YES or NO)

NUMBER_MESSAGES_ON_QUEUE

Number of messages currently on the queue

SIZE_OF _MESSAGES_ON_QUEUE

Size of the queue

MAXIMUM_SIZE_OF _QUEUE

Maximum size of the queue (this is always 16 meg)

116
TOTAL_ENQUEUING_THREADS

© 2013 IBM Corporation
Total number of threads engqueuing messages
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Command Tracking (Command Main Entity)

Entity List & command Tracking

_IciientiServer Main Entity: Command [ Add count [ Add Distinct Sort by count Run In Two Stages
_lserveripiserver (X E & Query Fields
Port Seq. Entity Attribute Field Mode Order-by Sort Rank Descend
—Isession [ 1 Client/Server Timestamp Value ¥ & 1 7]
—Access Period ] 2 Client/Server Client IP Value v B
=
-_IﬂL | 3 Access Period DB2 ifz Database Value 1

FULL SQL com

= 4 Access Period DB2 i Current User Value + |

_JFULL sQL Values | .
[ PE——— |l 5 Command SAL Verb Value * &l
Value 7 6 FULL SQL Full Sql Value « [l
— application O 7 FULLSQL Bind Variables Values Value = O
Events
_lapp User Name
—l command (%) (0 () Addition mode: @ AND & OR [£] HAVING Query Conditions
= Object Entity Agg. Attribute Operator Runtime Param.
= Object/Command [l WHERE FuLLsar 0 — Full Sql NOT LIKE Value . % GuardAppEvent% Ef
_lJoin [F] AND Access Period — DB2 ifz Database LIKE Parameter * DB2iDatabase Ef
—IEield O] AND Client/Server ~ — DB User Name LIKE Parameter ¥ DBUsername |:f
— object/Field ] AND Command —— SQL Verb NOT LIKE Value - %CONNECT% Gy
_lqualified Object
Command Tracking
Start Date: 2013-08-23 19:41:03 End Date: 2013-08-25 20:41.03
Aliases: OFF DBZiDatabase: LIKE %X1423P2
DBUsemame: LIKE %LARKINB
Timestamp ClientIP DB2 i/z Database DB2 i Current User SQL Verb FEull &ql Bind Variables Values
2013-08-22 08:13:01.09.56.49.185X1423P2 LARKINB SELECT select * from empsal
2013-08-22 08:13:01.09.56.49 185X 1423P2 LARKING SELECT sefect * from empsal
2013-08-22 06:13:01.09.56.49.185X1423P2 LARKINB DROP TABLE  drop table empsal
2013-08-22 08:12:01.09.56.49 185X 1423P2 LARKING CREATE TABLEcreate table empsal (EMPNO CHAR(S), NAME CHAR(10), SALARY INT)
2013-08-22 08:13:01.09.56.49.1856X1423P2 LARKINB INSERT INSERT INTO EMPSAL VALUES (7.2,7) "T1111", 'WHITE', 95000
2013-08-22 08:13:01.09.56.49.185X1423P2 LARKING INSERT INSERT INTO EMPSAL VALUES (?7.2,7) '122222' 'JONES', 82000
2013-08-22 08:13:01.09.56 49.185X1423P2 LARKING INSERT INSERT INTO EMPSAL VALUES (?,2,7) 33333, 'SMITH", 77000
2013-08-22 08:13:01.09.56.49.185X1423P2 LARKINB INSERT INSERT INTO EMPSAL VALUES (7.7,7) ‘33333, 'SMITH", 77000
2013-08-22 05:13:01.09.56.49.185X1423P2 LARKINB UPDATE UPDATE EMPSAL SET SALARY = ? WHERE EMPNO = ? 85000, '33333'
2013-08-22 05:13:01.09.56 49 185X 1423P2 LARKINB SELECT SELECT * FROM EMPSAL
2013-08-22 08:13:01.09.56.49.185X1423P2 LARKINB SELECT SELECT * FROM EMPSAL
2013-08-22 05:13:01.09.56.49.185X1423P2 LARKINB DELETE DELETE FROM EMPSAL WHERE EMPNO = ? ‘33333

M Corporation
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Object Tracking (Object Main Entity)

Drill Down Capability — What Table Are You Interested In?

IBM" InfoSphere™ Guardium®

ClientIP Source Program SQL Verb Depth Object Name Total access

10.10.10.10 DISP+WORK EXE  INSERT 0 TUCON 48
10.10.10.10 DISP+WORK EXE  SELECT 0 T.01 1458

10.10.10.10 DISP+WORK EXE  INSERT 0 UCMPO00 4

10.10.10.10 DISP+WORK EXE  SELECT 0 URL_EXITS 1

10.10.10.10 DISP+WORK EXE  SET CLIENT APPLNAME 0 uso1 2

10.10.10.10 DISP+WORK EXE  SELECT 0 USERS SSM 6 - =

10.10.10.10 DISP+WORK EXE  SELECT 0 USGRP_USER 4 Client IP Activity Summary

10.10.10.10 DISP+WORK EXE INSERT 0 USH02 5 Command Details

10.10.10.10 DISP+WORK EXE  SELECT 0 USHO2 6 :

10.10.10.10 DISP+WORK EXE  UPDATE 0 USH02 4 Full SQL By Client IP

10.10.10.10 DISP+WORK EXE  SELECT 0 USOBX_C 21 Object Activity Summary

10.10.10.10 DISP+WORK EXE  SELECT 0 USRO1 2 ' i

10.10.10.10 DISP+WORK EXE  UPDATE 0 USRO1 5 Object Details

10.10.10.10 DISP+WORK EXE  INSERT 0 USRO1 2 = - :

10.10.10.10 DISP+WORK EXE UPDATE 0 USR02 9 Sensitve Objects List

10.10.10.10 DISP+WORK EXE  SELECT 0 USR02 24 Alias Definition

10.10.10.10 DISP+WORK EXE  INSERT 0 USR02 1 =

10.10.10.10 DISP+WORK EXE _ SELECT 0 USR04 104 Show SQL

10.10.10.10 DISP+WORK EXE [ INSERT 0 USR04 1
10.10.10.10 DISP+WORK EXE  SELECT 0 USR05 6

SQaL String

INSERT INTO "USRO4]VALUES( 000" JUOOE ]20100922 , 171641, 'DDIC’, 2, 'C’ ) ~ OPTLEVEL( § ) ~ QUERY_DEGREE( 1) — LOCATION({ SAPLSUU2 , 1292 ) — SYSTEM( E6A , SAPEGA )

© 2013 IBM Corporation
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